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Limitation of Liability Statement (Disclaimer)

The Visulox documentation is proprietary to amitego engineering GmbH and no ownership rights are
hereby transferred. No part of the documentation shall be used, reproduced, translated, converted,
adapted, stored in a retrieval system, communicated or transmitted by any means, for any commercial
purpose, including without limitation, sale, resale, licence, rental or lease, without the prior express

written consent of amitego engineering.

amitego engineering does not make any representations, warranties or guarantees, express or implied,

as to the accuracy or completeness of the documentation. Users must be aware that updates and
amendments will be made from time to time to the documentation. It is the user's responsibility to
determine whether there have been any such updates or amendments. Neither amitego engineering nor
any of its directors, officers, employees or agents shall be liable in contract, tort or in any other manner
whatsoever to any person for any loss, damage, injury, liability, cost or expense of any nature, including
without limitation incidental, special, direct or consequential damages arising out of or in connection with

the use of the documentation.



1 Preface

The VISULOX Administration Guide provides information about how to configure and administer this version of VISULOX. This document is intended for VISULOX
Administrators.

1.1 How this manualis organized

Preface

Architecture, Communication, License, Configuration, Command Line Interface (CLI),
Datasources, Login and Access Management, Application Configuration, Cockpit, Events,
Policies, Recording, Player, Cooperations, Notifications, Reports, Addons, Remote IP Detection,

Monitoring & Logging, Exporting / Importing Data
Reference Card

Glossary

1.2 Legend

© Useful information

A Recommended setting

[ Q Warning / use with caution ]

° Tipps & tricks
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https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/19466554/VISULOX4_ReferenceCard
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/19466598/Glossary

1.3 VISULOX documentation

Application Title Format

Release Notes VISULOX Release Notes HTML
Platform Support and Release Notes

Installation VISULOX Installation Guide HTML
Installation Guide

Administration VISULOX Admin Guide HTML
Administration Guide

User VISULOX User Guide HTML
User Guide

o The VISULOX Online Documentation is available at: https://amitego.atlassian.net

1.4 Documentation feedback

Submit comments about this document by sending a mail to: support@visulox.com
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2 VISULOX Architecture

The following articles describe the possible architectures and the setup of VISULOX environments.

The VISULOX Service is an additional service to control and manage the VISULOX PORTAL Service. This is done by

+ using the VISULOX PORTAL webservices API
+ adding registration from VISULOX PORTAL login interface to VISULOX
« modifying the VISULOX PORTAL webpages

As a minimum requirement to control the VISULOX PORTAL Service, VISULOX Service has to be installed on any VISULOX Access Node.
Additional VISULOX Nodes can be provided for example as recorder or for VISULOX applications like VISULOX Cockpit, Firefox, Host Connect.

The VISULOX communication is dedicated to one interface.

VISULOX ACCESS NODE | VISULOX ACCESS NODE I
VISULOX PORTAL VISULOX PORTAL
Senice Senice
Tomcat Tomcat
Apache Apache

VISULOX VISULOX
Service Service
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Portal Connect Portal Connect
Service Service
VISULOX Node | VISULOX Node Il VISULOX Node /Il
4 N\ 4 N\ 4 N\
VISULOX VISULOX VISULOX
Service Service Service
Service Service Service
N\ =/ N\ N\
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2.1 Available articles

4.2.0) How to route a VISULOX application to other nodes

4.2.0) Gateway Session Balancing

4.2.0) VISULOX Filestore

4.2.0) VISULOX layout of a node

4.2.0) VISULOX PORTAL Server Array

4.2.0) Adding a VISULOX Revision Server

4.2.0) Setup architecture

4.2.0) VISULOX Cluster

4.2.0) How to create a feedback page for Load Balancers in the VISULOX GATEWAY configuration
4.2.0) Attaching VISULOX Service to VISULOX PORTAL Service

4.2.0) VISULOX Node hierarchy

4.2.0) VISULOX Architecture

4.2.0) Security information about vixsu and vixchown (SUID bit)

4.1.1) VISULOX Node hierarchy

4.1.1) VISULOX Cluster

4.1.1) VISULOX layout of a node

4.1.1) Attaching VISULOX Service to VISULOX PORTAL Service

4.1.1) How to create a feedback page for Load Balancers in the VISULOX GATEWAY configuration

(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(4.1.1) How to route a VISULOX application to other nodes
(

)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)

4.1.1) Setup architecture
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https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72288328/4.2.0+How+to+route+a+VISULOX+application+to+other+nodes
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72287137/4.2.0+Gateway+Session+Balancing
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72092178/4.2.0+VISULOX+Filestore
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72092136/4.2.0+VISULOX+layout+of+a+node
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72090924/4.2.0+VISULOX+PORTAL+Server+Array
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72025743/4.2.0+Adding+a+VISULOX+Revision+Server
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72025406/4.2.0+Setup+architecture
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71993381/4.2.0+VISULOX+Cluster
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71991773/4.2.0+How+to+create+a+feedback+page+for+Load+Balancers+in+the+VISULOX+GATEWAY+configuration
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71959271/4.2.0+Attaching+VISULOX+Service+to+VISULOX+PORTAL+Service
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71927665/4.2.0+VISULOX+Node+hierarchy
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71927535/4.2.0+VISULOX+Architecture
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71927424/4.2.0+Security+information+about+vlxsu+and+vlxchown+SUID+bit
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34244952/4.1.1+VISULOX+Node+hierarchy
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34244910/4.1.1+VISULOX+Cluster
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34211364/4.1.1+VISULOX+layout+of+a+node
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34210488/4.1.1+Attaching+VISULOX+Service+to+VISULOX+PORTAL+Service
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34210068/4.1.1+How+to+create+a+feedback+page+for+Load+Balancers+in+the+VISULOX+GATEWAY+configuration
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34178979/4.1.1+How+to+route+a+VISULOX+application+to+other+nodes
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34178702/4.1.1+Setup+architecture

(4.1.1) Gateway Session Balancing

(4.1.1) VISULOX Filestore

(4.1.1) Adding a VISULOX Revision Server

(4.1.1) Security information about vixsu and vixchown (SUID bit)
(4.1.1) VISULOX PORTAL Server Array

(4.1.1) VISULOX Architecture

Setup architecture

VISULOX PORTAL Server Array

Gateway Session Balancing

How to create a feedback page for Load Balancers in the VISULOX GATEWAY configuration
VISULOX Node hierarchy

VISULOX layout of a node

VISULOX Cluster

How to route a VISULOX application to other nodes

Adding a VISULOX Revision Server

VISULOX Filestore

Security information about vixsu and vixchown (SUID bit)
Attaching VISULOX Service to VISULOX PORTAL Service
VISULOX Architecture
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https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34177995/4.1.1+Gateway+Session+Balancing
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34113450/4.1.1+VISULOX+Filestore
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34113399/4.1.1+Adding+a+VISULOX+Revision+Server
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34080670/4.1.1+Security+information+about+vlxsu+and+vlxchown+SUID+bit
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34079403/4.1.1+VISULOX+PORTAL+Server+Array
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34048210/4.1.1+VISULOX+Architecture
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/19466610/Setup+architecture

3 VISULOX Communication

There are several communication paths into, within or out of a VISULOX system.
These articles describe the communication paths within the platform.

The articles are based on the standard communication parameters within the VISULOX PORTAL Service and VISULOX Service.

VISULOX ACCESS NODE
localhost: 9001 e
VISULOX h HTTPS 5 VISULOX PORTAL regtralion._  \/ISULOX
GATEWAY Service localhost: 443 Service
AlP -~ _ webservice

<node>:7001-7006
Cluster Service

<node>:6000+
x11

VISULOX
Service

VISULOX NODE
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Afirewall between nodes in the cluster (VISULOX Service and the VISULOX PORTAL Service) must be configured with the following setting "session time out=never".

Statement regarding Web Application Firewall (WAF)

VISULOX supports the use of a Web Application Firewall, but currently only the HTMLS5 client is supported.

The Native Client cannot be used in conjunction with a WAF because a proprietary protocol is used via the HTTPS port and SSL offloading is not allowed.
Full support of a WAF is planned for future releases, so that VISULOX can be used behind a WAF without restrictions.

3.1 Available articles

4.2.0) VISULOX Communication

4.2.0) Network communication within VISULOX

4.2.0) VISULOX SSH X11 Forwarding to VISULOX Application Nodes
4.1.1) Network communication within VISULOX

4.1.1) VISULOX Communication

4.1.1) VISULOX SSH X11 Forwarding to VISULOX Application Nodes
VISULOX SSH X11 Forwarding to VISULOX Application Nodes

Network communication within VISULOX

(
(
(
(
(
(

VISULOX Communication
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https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72025699/4.2.0+VISULOX+Communication
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71926715/4.2.0+Network+communication+within+VISULOX
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71926375/4.2.0+VISULOX+SSH+X11+Forwarding+to+VISULOX+Application+Nodes
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34243807/4.1.1+Network+communication+within+VISULOX
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34178938/4.1.1+VISULOX+Communication
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34178078/4.1.1+VISULOX+SSH+X11+Forwarding+to+VISULOX+Application+Nodes

4 \/ISULOX License

4.1 Overview

To use VISULOX a license is needed. The license can be tailored to the customer.

4.1.1 License control /impact

License Control /[ impact
Base / Cluster VISULOX Base Licence (one VISULOX Node) or VISULOX Cluster License (unlimited VISULOX Nodes).
Users The number of users are controlled on startup of any VISULOX application (VISULOX Cockpit,, File

Transfer, Cooperation).
If more users are online than licensed, the VISULOX application can not be used any more. A warning
message will be displayed.

Multi Factor Authentication Multi Factor Authentication for users.

Session recorders If the number of licensed recorders is reached during session control, the session will be locked and
can not be used anymore (Manual recording is always possible).

OCR Keyword Detection OCR component to detect configured keywords in applications.

Host Control If the number of licensed Command Connects / Guards is reached, the session will be locked and can
not be used anymore.
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License Control [/ impact
Revision Server Optional license for a Revision Server (Archive Server).

Support & Maintenance If the support and maintenance time is is reached, the environment should only be updated, when a
new valid license is available within the next 21 days.

Q In an environment with a license where support and maintenance (S&M) has expired,
VISULOX can still be used as usual.
Once an environment without S&M is updated to a newer VISULOX version a timer is set and
displayed in the VISULOX Cockpit.
After 21 days of running the new version, a valid license for the new version has to be
installed.
Without a valid license installed after 21 days access is no longer possible and the VISULOX
Cockpit can not be used anymore.

€ Thereis also the possibility that a license is set to time limited. With such a license VISULOX
can no longer be used when support and maintenance (S&M) has expired.

A graph of the license usage is displayed in VISULOX Cockpit / Cluster:
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amitego englneering GmbH (917000147)
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A Demo | Evaluation license is available and valid for 10 days including a VISULOX Base Node operating in total with 5 users, 5 session recorders and 2 Host Control

applications.

A perpetual VISULOX License file is provided in a TAR archive from amitego. The license command understands this TAR file. There is no need to extract the tar files.

° A perpetual VISULOX License file is provided by amitego Sales & Service. Contact: sales@amitego.com.

4.2 Installation / configuration of the license file

Show the current license

visulox license list

VISULOX4_AdminGuide
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Check a provided license file

visulox license test -file <path to license file>
Replace the current installed license

visulox license replace -file <path to license file>

If a license is replaced on a node, it is replicated to all other nodes in the cluster.

If a new node is installed and attached to the VISULOX Cluster, it will get the license of the cluster. The Demo / Evaluation license is discarded.

0 If the tar archive can not be delivered to a customer via eMail, there is also the possibility to send the license as text XML/JSON to add it via copy & paste to STDN IN.

« visulox license replace -file - [RETURN]
» Copy & paste:

Base64 license hash in eMail:

- VISULOX License start
asdfsdfasdfasdfasdfasdfasdfasdfasdfsadfasdfasdfasdfsadfasdfasdfasdfasdfasdff
asdasadasadasadasadasadasafdasfdasdafasdfdadfdaddafaddafadadfdadadfafdadfafa
sdgfhjsgdfjkashfjkghkaufghukahghukahghafdghaidghilafdhfgijgigfdahfghfduighuh
MX0gbXRhbiB7MX0gaGFzQ0cgezF9IG1vZHVsZXMgelZMWDNBQywgMkZBLCBDR30gbGljZW5zYnVp
bGQgezE1MDM1NFAING J9IEhBUOggezEONZNFQ] JENTK2Mj FGMDEYMTRFNkQ3MzhFMOEYQzA2 fSBj
b21tYW5kY29ubmVjdHMgeyOxfSBzbSB7MTUwMzQz0Tasdarasdfadasdasdasd

-— VISULOX License end
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+ [RETURN]

Get the usage of the installation

visulox license usage
Available parameters: -component <users|sessions|recorders|hostcontrols> -unit <week|month|year>

With these parameters the maximum usage of a component can be displayed in the unit.

After installing a new license a restart of the VISULOX Service is necessary!
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5 Configuration

These articles describe how to configure a VISULOX environment in general.
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5.1 Available articles

VISULOX Service

(4.1.1) Access Branding

(4.1.1) Application Configuration
(4.1.1) Configuration
(4.1.1
(
(
(

Custom vlixuser ID for transit users

4.1.1) Customizable action buttons in VISULOX Cockpit / Objects

)
)
)
)
)
)

4.1.1) Disable Workspace elements

4.1.1) Enable events for VLX Shell, FreeRDP and File Transit
connections

4.1.1) Extended VISULOX PORTAL Service commands
4.1.1) General command line configuration
4.1.1) How to assign a fixed username

4.1.1) How to change the license name / banner

4.1.1) How to configure FreeRDP for VISULOX PORTAL
4.1.1) How to control the VISULOX Cockpit

(
(
(
(
(4.1.1) How to change the VISULOX logos and colors
(
(
(
(4.1.1) How to customize values in the database

(

)
)
)
)
4.1.1) How to check Policy, Datastore and LDAP assignments
)
)
)
)

4.1.1) How to increase the log level

VISULOX4_AdminGuide

12.12.2024

VISULOX PORTAL Service

(4.1.1) Attaching VISULOX Service to VISULOX PORTAL Service
(4.1.1) CORS adjustment on VISULOX Gateway

(4.1.1) Custom application icons

(4.1.1) Extended VISULOX PORTAL Service commands

(4.1.1) Gateway Session Balancing

(4.1.1) How to configure a user account as a group account
(4.1.1) How to configure FreeRDP for VISULOX PORTAL

(4.1.1) How to create a feedback page for Load Balancers in the VISULOX
GATEWAY configuration

(4.1.1) How to disable indexing by search engines
4.1.1) How to exclude single datastore users from import
4.1.1) How to import users as VISULOX PORTAL administrators

4.1.1) How to setup a standard form contract to commit on login (consent)

4.1.1) How to work with VISULOX Datasources
4.1.1) Modify VISULOX PORTAL Datastore via CLI

(

(

(

(4.1.1) How to setup keepalived

(

(

(

(4.1.1) Printing configuration VISULOX Portal / application server

)
)
)
)
4.1.1) How to use an LDAP/AD or a Unix account to access the Webservice
)
)
)
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4.2.0) VISULOX Lifetimes
4.2.0) VISULOX Node hierarchy
4.2.0) VISULOX SSH X11 Forwarding to VISULOX Application Nodes
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(4.2.0) VISULOX Webservice

)
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Access Branding

Application Configuration

Configuration

Custom vixuser ID for transit users

Customizable action buttons in VISULOX Cockpit / Objects
Disable Workspace elements

Enable events for VLX Shell, FreeRDP and File Transit connections
Extended VISULOX PORTAL Service commands

General command line configuration

How to assign a fixed username

How to change the license name / banner

How to change the VISULOX logos and colors

How to check Policy, Datastore and LDAP assignments

How to configure FreeRDP for VISULOX PORTAL

How to control the VISULOX Cockpit

How to customize values in the database

How to increase the log level

How to route a VISULOX application to other nodes
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How to setup MFA with SMS response from the SMS Provider
How to use Unix user profiles

How to use VISULOX on virtualized VMWare disks
How to use VISULOX with multiple network cards
How to work with VISULOX Datasources

Login check against an external system

Login page configuration options

Manual restart of a missing VISULOX service
Microsoft LAPS integration

Object ID

Printing configuration VISULOX Portal / application server
Printing in VISULOX

Recorder configuration

RSA SecurelD Implementation via RSA API

Starting VISULOX Cockpit with parameter -grant
VISULOX Certificates

VISULOX Cluster

VISULOX database backup, restore and performance
VISULOX disk space protection

VISULOX Filestore

VISULOX layout of a node

VISULOX Lifetimes
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VISULOX Node hierarchy
VISULOX SSH X11 Forwarding to VISULOX Application Nodes
VISULOX Webservice
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6 VISULOX Command Line Interface (CLI)

These articles describe how to control VISULOX from the command line.

Nearly all settings that can be configured in the VISULOX Cockpit GUI can also be set via the VISULOX Command Line Interface (e.g. Policies, Addons, Cockpit roles, etc.).
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6.1 Available articles

General

4.1.1) Command "visulox support" - Creating a VISULOX Support Report
4.1.1) General command line configuration

4.1.1) How to check Policy, Datastore and LDAP assignments

4.1.1) How to work with VISULOX Datasources

4.1.1) Integrity-Check

4.1.1) Object ID

4.1.1) VISULOX Command

4.1.1) VISULOX PORTAL ATTACH Command

4.1.1) VISULOX-GATEWAY Command

4.1.1) VISULOX-PORTAL Command

4.1.1) VISULOX-PORTAL OBJECT Command

4.2.0) Command "visulox support" - Creating a VISULOX Support Report
4.2.0) General command line configuration

4.2.0) How to check Policy, Datastore and LDAP assignments

4.2.0) How to work with VISULOX Datasources

4.2.0) Integrity-Check

4.2.0) Object ID

)

(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(4.2.0) VISULOX Command
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Policies

(4.1.1) How to control access from the command line

4.1.1) How to control applications from the command line

4.1.1) How to control external messages from the command line
4.1.1) How to control File Transit Policy from the command line
4.1.1) How to control groupaccess from the command line

4.1.1) How to control internal messages from the command line

)
)
)
)
)
)
4.1.1) How to control login from the command line
)
4.2.0) How to control applications from the command line
4.2.0) How to control external messages from the command line
4.2.0) How to control File Transit Policy from the command line
4.2.0) How to control groupaccess from the command line
)

(
(
(
(
(
(
(4.2.0) How to control access from the command line
(
(
(
(
(4.2.0) How to control internal messages from the command line
(4.2.0) How to control login from the command line

How to control access from the command line

How to control applications from the command line

How to control external messages from the command line

How to control File Transit Policy from the command line
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(4.2.0) VISULOX PORTAL ATTACH Command

(4.2.0) VISULOX-GATEWAY Command

(4.2.0) VISULOX-PORTAL Command

(4.2.0) VISULOX-PORTAL OBJECT Command
Command "visulox support" - Creating a VISULOX Support Report
General command line configuration

How to check Policy, Datastore and LDAP assignments
How to work with VISULOX Datasources
Integrity-Check

Object ID

VISULOX Command

VISULOX PORTAL ATTACH Command
VISULOX-GATEWAY Command

VISULOX-PORTAL Command

VISULOX-PORTAL OBJECT Command
Admin

4.1.1) How to control action scripts from the command line

4.1.1) How to control Cockpit roles from the command line

(4.1.1)
(4.1.1)
(4.1.1) How to control mailinggroups from the command line
(4.1.1) How to control messages from the command line
(4.1.1)

4.1.1) How to control regions from the command line
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How to control groupaccess from the command line
How to control internal messages from the command line

How to control login from the command line

Misc
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4.1.1) Command "visulox log" - Analyzing log files

4.1.1) How to adjust the Jump Shell

4.1.1) How to configure input idle detection

4.1.1) How to control OTP from the command line

4.1.1) How to control passcache from the command line

4.1.1) How to control Password Management from the command line
4.1.1) How to control reports from the command line

4.1.1) How to export information from VISULOX on the command line

(4.1.1)

(4.1.1)

(4.1.1)

(4.1.1)

(4.1.1)

(4.1.1)

(4.1.1)

(4.1.1)

(4.1.1) How to limit the granting endtime in Access Policies

(4.1.1) How to set and reset the inital VISULOX Cockpit refresh state
(4.1.1) How to set auto commit or auto reject for recording
(4.1.1) Modify VISULOX PORTAL Datastore via CLI

(4.1.1) Setting the min/max length for messages, contents and comments
(4.1.1) The VISULOX PIN Service

(4.2.0) Command "visulox log" - Analyzing log files

(4.2.0) How to adjust the Jump Shell

(4.2.0)

4.2.0) How to configure input idle detection
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(4.2.0) How to control timeprofiles from the command line
How to control action scripts from the command line

How to control Cockpit roles from the command line

How to control mailinggroups from the command line

How to control messages from the command line

How to control regions from the command line

How to control timeprofiles from the command line

Addons

4.1.1) Automated transfer of files into Transit Zone (Passon)
4.1.1) File Transfer via command line

4.1.1) How to control FT Client from the command line
4.1.1) How to control host objects from the command line
4.1.1) How to control script objects from the command line
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4.1.1) VISULOX addon command line interface (CMD Connect / Guard,

4.2.0) How to control OTP from the command line

4.2.0) How to control passcache from the command line

4.2.0) How to control Password Management from the command line
4.2.0) How to control reports from the command line

4.2.0) How to export information from VISULOX on the command line

(4.2.0)
(4.2.0)
(4.2.0)
(4.2.0)
(4.2.0)
(4.2.0) How to limit the granting endtime in Access Policies
(4.2.0) How to set and reset the inital VISULOX Cockpit refresh state
(4.2.0) How to set auto commit or auto reject for recording

(4.2.0) Modify VISULOX PORTAL Datastore via CLI

(4.2.0) Setting the min/max length for messages, contents and comments
(4.2.0) The VISULOX PIN Service

Command "visulox log" - Analyzing log files

How to adjust the Jump Shell

How to configure input idle detection

How to control OTP from the command line

How to control passcache from the command line

How to control Password Management from the command line

How to control reports from the command line

How to export information from VISULOX on the command line

How to limit the granting endtime in Access Policies

How to set and reset the inital VISULOX Cockpit refresh state

How to set auto commit or auto reject for recording
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4.2.0) Automated transfer of files into Transit Zone (Passon) Modify VISULOX PORTAL Datastore via CLI

4.2.0) File Transfer via command line Setting the min/max length for messages, contents and comments
4.2.0) How to control FT Client from the command line The VISULOX PIN Service
4.2.0) How to control host objects from the command line

4.2.0) How to control script objects from the command line

(4.2.0)
(4.2.0)
(4.2.0)
(4.2.0)
(4.2.0)
(4.2.0)

4.2.0) VISULOX addon command line interface (CMD Connect / Guard,
etc)

Automated transfer of files into Transit Zone (Passon)
File Transfer via command line

How to control FT Client from the command line

How to control host objects from the command line
How to control script objects from the command line

VISULOX addon command line interface (CMD Connect / Guard, etc)
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7 Datasources

VISULOX handles users, groups and applications. These are the so called datasources and they are imported by the VISULOX Importer Service.

Applications and user profiles are defined in the VISULOX PORTAL Datastore and are imported by default.

7.1 Available articles

4.1.1) Creating VISULOX user groups based on an AD/LDAP attribute
4.1.1) Datasources

4.1.1) How to check Policy, Datastore and LDAP assignments

4.1.1) How to configure alternate mappings for datasources

4.1.1) How to exclude single datastore users from import

4.1.1) How to import users as VISULOX PORTAL administrators

4.1.1) How to test and check an LDAP datasource in VISULOX

4.1.1
4.1.1) How to work with VISULOX Datasources

4.1.1) Microsoft LAPS integration

4.1.1) Troubleshooting: LDAPS

4.1.1) VISULOX Cockpit / Objects

4.2.0) Creating VISULOX user groups based on an AD/LDAP attribute

How to use an LDAP/AD or a Unix account to access the Webservice

4.2.0) Datasources

)
)
)
)
)
)
)
)
)
)
)
)
)
)
4.2.0) How to check Policy, Datastore and LDAP assignments

)

(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(

4.2.0) How to configure alternate mappings for datasources
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https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34046601/4.1.1+Creating+VISULOX+user+groups+based+on+an+AD+LDAP+attribute
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34245688/4.1.1+Datasources
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34244582/4.1.1+How+to+check+Policy+Datastore+and+LDAP+assignments
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34178232/4.1.1+How+to+configure+alternate+mappings+for+datasources
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34245644/4.1.1+How+to+exclude+single+datastore+users+from+import
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34047961/4.1.1+How+to+import+users+as+VISULOX+PORTAL+administrators
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34210735/4.1.1+How+to+test+and+check+an+LDAP+datasource+in+VISULOX
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34081227/4.1.1+How+to+use+an+LDAP+AD+or+a+Unix+account+to+access+the+Webservice
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34047589/4.1.1+How+to+work+with+VISULOX+Datasources
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34048150/4.1.1+Microsoft+LAPS+integration
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34179089/4.1.1+Troubleshooting+LDAPS
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34111665/4.1.1+VISULOX+Cockpit+Objects
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71958978/4.2.0+Creating+VISULOX+user+groups+based+on+an+AD+LDAP+attribute
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71960064/4.2.0+Datasources
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71959416/4.2.0+How+to+check+Policy+Datastore+and+LDAP+assignments
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72090865/4.2.0+How+to+configure+alternate+mappings+for+datasources

4.2.0) How to exclude single datastore users from import

4.2.0) How to import users as VISULOX PORTAL administrators

4.2.0) How to test and check an LDAP datasource in VISULOX

4.2.0) How to use an LDAP/AD or Unix account to access the webservice
4.2.0) How to work with VISULOX Datasources

4.2.0) Microsoft LAPS integration

4.2.0) Troubleshooting: LDAPS

4.2.0) VISULOX Cockpit / Objects

Creating VISULOX user groups based on an AD/LDAP attribute

(4.2.0)
(4.2.0)
(4.2.0)
(4.2.0)
(4.2.0)
(4.2.0)
(4.2.0)
(4.2.0)

Datasources

How to check Policy, Datastore and LDAP assignments
How to configure alternate mappings for datasources
How to exclude single datastore users from import

How to import users as VISULOX PORTAL administrators
How to test and check an LDAP datasource in VISULOX
How to use an LDAP/AD or Unix account to access the webservice
How to work with VISULOX Datasources

Microsoft LAPS integration

Troubleshooting: LDAPS

VISULOX Cockpit / Objects

VISULOX4_AdminGuide 12.12.2024 Page 32/1024


https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72222463/4.2.0+How+to+exclude+single+datastore+users+from+import
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71927449/4.2.0+How+to+import+users+as+VISULOX+PORTAL+administrators
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71993413/4.2.0+How+to+test+and+check+an+LDAP+datasource+in+VISULOX
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72026093/4.2.0+How+to+use+an+LDAP+AD+or+Unix+account+to+access+the+webservice
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72091353/4.2.0+How+to+work+with+VISULOX+Datasources
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71927480/4.2.0+Microsoft+LAPS+integration
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71927894/4.2.0+Troubleshooting+LDAPS
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72090496/4.2.0+VISULOX+Cockpit+Objects

8 Login and Access Management

With VISULOX Access Management it is possible to assign controlled access to the IT infrastructure for internal and external employees, administrators and IT service providers.
This is limited to defined times or time periods and always booked under their own individual reference numbers.
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8.1 Available articles

Login /| MFA [/ OTP Access to applications

4.1.1) How to configure a user account as a group account (4.1.1) Access and transit request via actionlink

4.1.1) How to control login from the command line
4.1.1) How to control OTP from the command line
4.1.1) How to enable, configure and use MFA

4.1.1) How to pass multiple login failures to external

4.1.1) How to use Unix user profiles

4.1.1) Login and Access Management
4.1.1
4.1.1

Login check against an external system

Login page configuration options

4.1.1) Login Policy

4.1.1) Login with One Time Password (OTP)

4.1.1) MFA via external service

4.1.1) Migrating to One Time Password Authentication
4.1.1) Object ID

4.1.1) RSA SecurelD Implementation via RSA API

4.1.1) The VISULOX PIN Service

(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(4.1.1) VISULOX Mail Client and Send PIN

)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
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4.1.1) How to setup MFA with SMS response from the SMS Provider
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(4.1.1) Access Branding
(4.1.1) Access Policy
(4.1.1) Access request and access to applications

(4.1.1) Handling ticket IDs from external systems

)
)
)
)
)
(4.1.1) How to control access from the command line
(4.1.1) How to control groupaccess from the command line
(4.1.1) How to enable access to applications

(4.1.1) How to handle access for groups

(4.1.1) How to limit the granting endtime in Access Policies

(4.1.1) How to lock a user permanently for using an application after
keyword detection

(4.1.1) How to use the VISULOX Command Line Interface from a remote
server

(4.1.1) In-time access

(4.1.1) Login and Access Management

(4.1.1) Time zones, holidays and time profiles
(4.2.0)

4.2.0) Access and transit request via actionlink
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https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34211503/4.1.1+How+to+configure+a+user+account+as+a+group+account
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34079179/4.1.1+How+to+control+login+from+the+command+line
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34046427/4.1.1+How+to+control+OTP+from+the+command+line
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34047637/4.1.1+How+to+enable+configure+and+use+MFA
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34112893/4.1.1+How+to+pass+multiple+login+failures+to+external
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34179725/4.1.1+How+to+setup+MFA+with+SMS+response+from+the+SMS+Provider
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34178365/4.1.1+How+to+use+Unix+user+profiles
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34113733/4.1.1+Login+and+Access+Management
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34210370/4.1.1+Login+check+against+an+external+system
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34179389/4.1.1+Login+page+configuration+options
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34177657/4.1.1+Login+Policy
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34080425/4.1.1+Login+with+One+Time+Password+OTP
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34179817/4.1.1+MFA+via+external+service
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34080556/4.1.1+Migrating+to+One+Time+Password+Authentication
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34243210/4.1.1+Object+ID
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34179789/4.1.1+RSA+SecureID+Implementation+via+RSA+API
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34079379/4.1.1+The+VISULOX+PIN+Service
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34048564/4.1.1+VISULOX+Mail+Client+and+Send+PIN
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34243057/4.1.1+Access+and+transit+request+via+actionlink
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34179265/4.1.1+Access+Branding
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34177301/4.1.1+Access+Policy
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34244054/4.1.1+Access+request+and+access+to+applications
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34209961/4.1.1+Handling+ticket+IDs+from+external+systems
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34242850/4.1.1+How+to+control+access+from+the+command+line
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34242812/4.1.1+How+to+control+groupaccess+from+the+command+line
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34047108/4.1.1+How+to+enable+access+to+applications
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34242952/4.1.1+How+to+handle+access+for+groups
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34080379/4.1.1+How+to+limit+the+granting+endtime+in+Access+Policies
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34210658/4.1.1+How+to+lock+a+user+permanently+for+using+an+application+after+keyword+detection
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34112496/4.1.1+How+to+use+the+VISULOX+Command+Line+Interface+from+a+remote+server
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34242874/4.1.1+In-time+access
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34113733/4.1.1+Login+and+Access+Management
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34079245/4.1.1+Time+zones+holidays+and+time+profiles
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72090346/4.2.0+Access+and+transit+request+via+actionlink

4.1.1) VISULOX Webservice
4.2.0) Authentication with Microsoft Entra

4.2.0) How to configure a user account as a group account

4.2.0) How to control login from the command line
4.2.0) How to control OTP from the command line
4.2.0) How to enable, configure and use MFA

4.2.0) How to pass multiple login failures to external

4.2.0) How to setup MFA with SMS response from the SMS Provider

4.2.0) How to use Unix user profiles

4.2.0) Login and Access Management

(4.1.1)

(4.2.0)

(4.2.0)

(4.2.0)

(4.2.0)

(4.2.0)

(4.2.0)

(4.2.0)

(4.2.0)

(4.2.0)

(4.2.0) Login check against an external system

(4.2.0) Login page configuration options
(4.2.0) Login Policy

(4.2.0) Login with One Time Password (OTP)
(4.2.0) MFA via external service

(4.2.0) Migrating to One Time Password Authentication
(4.2.0) Object ID

(4.2.0) RSA SecurelD Implementation via RSA API
(4.2.0) The VISULOX PIN Service

(4.2.0) VISULOX Mail Client and Send PIN
(4.2.0) VISULOX Webservice

Authentication with Microsoft Entra
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(4.2.0) Access Branding
(4.2.0) Access Policy
(4.2.0) Access request and access to applications

(4.2.0) Handling ticket IDs from external systems

)
)
)
)
(4.2.0) How to control access from the command line
(4.2.0) How to control groupaccess from the command line
(4.2.0) How to enable access to applications

(4.2.0) How to handle access for groups

(4.2.0) How to limit the granting endtime in Access Policies

(4.2.0) How to lock a user permanently for using an application after
keyword detection

(4.2.0) How to use the VISULOX Command Line Interface from a remote
server

(4.2.0) In-Time Access

(4.2.0) Login and Access Management

(4.2.0) Time zones, holidays and time profiles
Access and transit request via actionlink
Access Branding

Access Policy

Access request and access to applications
Handling ticket IDs from external systems

How to control access from the command line
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https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34178892/4.1.1+VISULOX+Webservice
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71992152/4.2.0+Authentication+with+Microsoft+Entra
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72092281/4.2.0+How+to+configure+a+user+account+as+a+group+account
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71958789/4.2.0+How+to+control+login+from+the+command+line
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72220966/4.2.0+How+to+control+OTP+from+the+command+line
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71927119/4.2.0+How+to+enable+configure+and+use+MFA
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72221355/4.2.0+How+to+pass+multiple+login+failures+to+external
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72286511/4.2.0+How+to+setup+MFA+with+SMS+response+from+the+SMS+Provider
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71926679/4.2.0+How+to+use+Unix+user+profiles
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71960180/4.2.0+Login+and+Access+Management
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72024790/4.2.0+Login+check+against+an+external+system
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71994095/4.2.0+Login+page+configuration+options
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72090231/4.2.0+Login+Policy
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72221847/4.2.0+Login+with+One+Time+Password+OTP
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71928648/4.2.0+MFA+via+external+service
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71992917/4.2.0+Migrating+to+One+Time+Password+Authentication
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72024692/4.2.0+Object+ID
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72026545/4.2.0+RSA+SecureID+Implementation+via+RSA+API
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71992104/4.2.0+The+VISULOX+PIN+Service
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71927872/4.2.0+VISULOX+Mail+Client+and+Send+PIN
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72026203/4.2.0+VISULOX+Webservice
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72288663/4.2.0+Access+Branding
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71991334/4.2.0+Access+Policy
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71992298/4.2.0+Access+request+and+access+to+applications
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71926069/4.2.0+Handling+ticket+IDs+from+external+systems
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72090207/4.2.0+How+to+control+access+from+the+command+line
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71958754/4.2.0+How+to+control+groupaccess+from+the+command+line
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71992211/4.2.0+How+to+enable+access+to+applications
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72024590/4.2.0+How+to+handle+access+for+groups
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71992891/4.2.0+How+to+limit+the+granting+endtime+in+Access+Policies
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71992422/4.2.0+How+to+lock+a+user+permanently+for+using+an+application+after+keyword+detection
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72090813/4.2.0+How+to+use+the+VISULOX+Command+Line+Interface+from+a+remote+server
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71991635/4.2.0+In-Time+Access
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71960180/4.2.0+Login+and+Access+Management
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71991797/4.2.0+Time+zones+holidays+and+time+profiles

How to configure a user account as a group account How to control groupaccess from the command line

How to control login from the command line How to enable access to applications

How to control OTP from the command line How to handle access for groups

How to enable, configure and use MFA How to limit the granting endtime in Access Policies

How to pass multiple login failures to external How to lock a user permanently for using an application after keyword
detection

How to setup MFA with SMS response from the SMS Provider

How to use Unix user profiles How to use the VISULOX Command Line Interface from a remote server

Login and Access Management In-Time Access

Login check against an external system Login and Access Management

Login page configuration options Time zones, holidays and time profiles
Login Policy

Login with One Time Password (OTP)

MFA via external service

Migrating to One Time Password Authentication
Object ID

RSA SecurelD Implementation via RSA API

The VISULOX PIN Service

VISULOX Mail Client and Send PIN

VISULOX Webservice
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9 Application Configuration

These articles describe special applications and how they are configured in VISULOX.

9.1 Available articles

4.1.1) Custom application icons

4.1.1) freeRDP with NLA support statement

4.1.1) How to assign a fixed username

4.1.1) How to configure FreeRDP for VISULOX PORTAL

4.1.1) How to pass user credentials to an application - VISULOX Single Sign On - SSO

(4.1.1)

(4.1.1)

(4.1.1)

(4.1.1)

(4.1.1)

(4.1.1) Microsoft LAPS integration

(4.1.1) The application control variable "vixMode"
(4.1.1) VISULOX Chrome and Chromium integration
(4.1.1) VISULOX Firefox CITRIX / ICA integration
(4.1.1) VISULOX Firefox integration

(4.1.1) VISULOX PORTAL application color depth

(4.1.1) VISULOX SSH X11 Forwarding to VISULOX Application Nodes
(4.1.1) VISULOX VNC integration

(4.2.0) Custom application icons

(4.2.0) freeRDP with NLA support statement

(4.2.0) How to assign a fixed username

(4.2.0) How to configure FreeRDP for VISULOX PORTAL

VISULOX4_AdminGuide 12.12.2024

Page 38/1024


https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34047402/4.1.1+Custom+application+icons
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34112385/4.1.1+freeRDP+with+NLA+support+statement
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34245453/4.1.1+How+to+assign+a+fixed+username
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34210121/4.1.1+How+to+configure+FreeRDP+for+VISULOX+PORTAL
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34048097/4.1.1+How+to+pass+user+credentials+to+an+application+-+VISULOX+Single+Sign+On+-+SSO
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34048150/4.1.1+Microsoft+LAPS+integration
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34079883/4.1.1+The+application+control+variable+vlxMode
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34211052/4.1.1+VISULOX+Chrome+and+Chromium+integration
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34245595/4.1.1+VISULOX+Firefox+CITRIX+ICA+integration
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34047443/4.1.1+VISULOX+Firefox+integration
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34178395/4.1.1+VISULOX+PORTAL+application+color+depth
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34178078/4.1.1+VISULOX+SSH+X11+Forwarding+to+VISULOX+Application+Nodes
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34048360/4.1.1+VISULOX+VNC+integration
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71992458/4.2.0+Custom+application+icons
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72090643/4.2.0+freeRDP+with+NLA+support+statement
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72221987/4.2.0+How+to+assign+a+fixed+username
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72090698/4.2.0+How+to+configure+FreeRDP+for+VISULOX+PORTAL

(4.2.0) How to pass user credentials to an application - VISULOX Single Sign On - SSO
(4.2.0) Microsoft LAPS integration
(4.2.0) The application control variable "vixMode"
(4.2.0) VISULOX Chrome and Chromium integration
(4.2.0) VISULOX Firefox CITRIX / ICA integration
(4.2.0) VISULOX Firefox integration

(4.2.0) VISULOX PORTAL application color depth

(4.2.0) VISULOX SSH X11 Forwarding to VISULOX Application Nodes

(4.2.0) VISULOX VNC integration

Custom applicationicons

freeRDP with NLA support statement

How to assign a fixed username

How to configure FreeRDP for VISULOX PORTAL

How to pass user credentials to an application - VISULOX Single Sign On - SSO
Microsoft LAPS integration

The application control variable "vixMode"

VISULOX Chrome and Chromium integration

VISULOX Firefox CITRIX / ICA integration

VISULOX Firefox integration

VISULOX PORTAL application color depth

VISULOX SSH X11 Forwarding to VISULOX Application Nodes

VISULOX VNC integration
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10 VISULOX Cockpit

The VISULOX Cockpit is the central application to control sessions.

The Cockpit displays all available information about users, groups, Workspace- and emulatorsessions.

&  Annotation
'3 Assist

Send message
Grant Access

Effective policies

End Session

online

VISUL@X Sessions  Cooperation

Transit Zone

(x]

(o)) [e)m)e= ]

(®) owner 1| (® App Object Az | (@ Application Host Ob... | (®) TicketID | () Policy Session states | () eMail | (J SMs | Starttime Duration | (O Rem|
Administrator WORKSPACE [active] t2-0l7u2.tbsol.de DefaultLogin ’ 2022-05-13 07:21:10 | 01m 03s | 172.16.2
Administrator VLX Cockpit (all) t2-0l7u2.tbsol.de | 3 2022-05-13 07:21:27 | 465 172.16.2
Administrator VLX JUMP SHELL t2-0l7u2.tbsol.de SETUP Access|- . 2022-05-13 07:21:58 | 15s 172.16.2]

T >

(<) [eJe)fes ]

@) event

® owner

Event time

v | @ info

Application Control started

Application Session started

Administrator

Administrator

2022-05-13 07:22:09

2022-05-13 07:21:59

Started emulator session for .../_ens/fo=Tarantella Sy...
Application: .../_ens/o=applications/ou=VISULOX Exa...
Secure Global Desktop server: t2-ol7u2.tbsol.de

Status (active/total):Users (1/1) Applications (2/2) Recorder (0/2)

(Help/Tocltip [JDetails | RefreshGH (@) Auto

<+ @LOCAL

— ][ 2022-05-13 07:22:59 cesT

917000171 - Keyboard input display disabled - 3.4.1 (2022-05-12 06:52:38 UTC) - 917000171 Bladecenter - Test License - Support until 2023-09-02
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10.1 An authorized user has the ability to

+ Control the access of users « Display and checkout transferred files

+ Configure notifications for access, applications, etc. + Acknowledge / reject files

+ Configure recording and keystroke recording of applications + Logout users

+ Configure File Transfer, CMD Connect/Guard and Citrix « Create role profiles for the Cockpit

+ Create/ edit scripts and messages + Display or export Single Session Checkouts

+ Create/ edit shell scripts and host objects « Display or export Reports

+ Create / edit time zone information, holidays and time profiles « Display events of the sessions

« Show effective policies of users « Display / export user, recorder and server statistics
» Start assisting cooperations + Create or configure external and internal message
+ Send messages to users + Enter annotations for archived sessions

+ End running applications ¢ e

+ Play or download recorded films
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10.2 Available articles

General Addons

4.1.1
4.1.1

How to control the VISULOX Cockpit 4.1.1) Configuration of File Transfer in the VISULOX Cockpit
4.1.1) Configuration of Host Control in the VISULOX Cockpit

4.1.1) Host objects

How to create and use notifications
4.1.1) How to enable Dual Control in the VISULOX Cockpit

4.1.1) How to set and reset the inital VISULOX Cockpit refresh

( (
( (
( (
( (
state (
(
(
(
(
(

—_ — ~— ~—

4.1.1) Passcache
4.1.1) Script objects

)
)
)
)
)
4.1.1) Restrict default VISULOX Cockpit 4.2.0) Configuration of File Transfer in the VISULOX Cockpit
)
)
)
)

4.1.1) Starting VISULOX Cockpit with parameter -grant 4.2.0) Configuration of Host Control in the VISULOX Cockpit

4.2.0) Host objects

4.2.0) Passcache

4.2.0) Script objects

Configuration of File Transfer in the VISULOX Cockpit
Configuration of Host Control in the VISULOX Cockpit

4.2.0) How to enable Dual Control in the VISULOX Cockpit

4.2.0) How to set and reset the inital VISULOX Cockpit refresh
state

(4.2.0) Restrict default VISULOX Cockpit
(4.2.0) Starting VISULOX Cockpit with parameter -grant
How to control the VISULOX Cockpit

)
)
4.2.0) How to control the VISULOX Cockpit
)
)
)

(
(
(
(4.2.0) How to create and use notifications
(
(

Host objects
Passcache

o Script objects
How to create and use notifications

How to enable Dual Control in the VISULOX Cockpit Administration

How to set and reset the inital VISULOX Cockpit refresh state (4.1.1) How to configure role profiles for the VISULOX Cockpit
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https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34178526/4.1.1+How+to+create+and+use+notifications
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34048951/4.1.1+How+to+enable+Dual+Control+in+the+VISULOX+Cockpit
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34046881/4.1.1+How+to+set+and+reset+the+inital+VISULOX+Cockpit+refresh+state
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34048504/4.1.1+Restrict+default+VISULOX+Cockpit
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34245868/4.1.1+Starting+VISULOX+Cockpit+with+parameter+-grant
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71928040/4.2.0+How+to+control+the+VISULOX+Cockpit
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72091395/4.2.0+How+to+create+and+use+notifications
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72026495/4.2.0+How+to+enable+Dual+Control+in+the+VISULOX+Cockpit
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71926561/4.2.0+How+to+set+and+reset+the+inital+VISULOX+Cockpit+refresh+state
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71960025/4.2.0+Restrict+default+VISULOX+Cockpit
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72222653/4.2.0+Starting+VISULOX+Cockpit+with+parameter+-grant
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34081734/4.1.1+Configuration+of+File+Transfer+in+the+VISULOX+Cockpit
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34081365/4.1.1+Configuration+of+Host+Control+in+the+VISULOX+Cockpit
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34047474/4.1.1+Host+objects
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34079818/4.1.1+Passcache
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34112663/4.1.1+Script+objects
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72286398/4.2.0+Configuration+of+File+Transfer+in+the+VISULOX+Cockpit
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71993940/4.2.0+Configuration+of+Host+Control+in+the+VISULOX+Cockpit
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71927025/4.2.0+Host+objects
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71926962/4.2.0+Passcache
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72287868/4.2.0+Script+objects
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34243930/4.1.1+How+to+configure+role+profiles+for+the+VISULOX+Cockpit

Restrict default VISULOX Cockpit (4.1.1) How VISULOX handles presentation roles
Starting VISULOX Cockpit with parameter -grant (4.1.1) Mailinggroups
online (4.1.1) Messages in VISULOX
(4.1.1) Time zones, holidays and time profiles
(4.1.1) In-time access (4.2.0) How to configure role profiles for the VISULOX Cockpit
(4.1.1) VISULOX Cockpit / Online (4.2.0) How VISULOX handles presentation roles
(4.2.0) In-Time Access (4.2.0) Mailinggroups
(4.2.0) VISULOX Cockpit / Online (4.2.0) Messages in VISULOX
In-Time Access (4.2.0) Time zones, holidays and time profiles

VISULOX Cockpit / Online How to configure role profiles for the VISULOX Cockpit

Policies How VISULOX handles presentation roles
Mailinggroups

4.1.1) Access Policy )

o ) Messages in VISULOX

4.1.1) Application Policy ) ) ) )
Time zones, holidays and time profiles

4.1.1) Login Policy

(4.1.1)

(4.1.1)

(4.1.1)

(4.1.1) Transit Policy Filter Objects

(4.1.1) VISULOX Policies - Overview (4.1.1) Customizable action buttons in VISULOX Cockpit / Objects
(4.1.1) Welcome EXT Policy (4.1.1) VISULOX Cockpit / Objects

(4.1.1) Welcome INT (4.2.0) Customizable action buttons in VISULOX Cockpit / Objects
(4.2.0) Access Policy (4.2.0) VISULOX Cockpit / Objects

(4.2.0) Application Policy Customizable action buttons in VISULOX Cockpit / Objects

(4.2.0)

4.2.0) Login Policy
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https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34242874/4.1.1+In-time+access
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34177848/4.1.1+VISULOX+Cockpit+Online
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71991635/4.2.0+In-Time+Access
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71958834/4.2.0+VISULOX+Cockpit+Online
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34177301/4.1.1+Access+Policy
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34046096/4.1.1+Application+Policy
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34177657/4.1.1+Login+Policy
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34046289/4.1.1+Transit+Policy
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34078932/4.1.1+VISULOX+Policies+-+Overview
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34111519/4.1.1+Welcome+EXT+Policy
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34177763/4.1.1+Welcome+INT
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71991334/4.2.0+Access+Policy
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72024262/4.2.0+Application+Policy
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72090231/4.2.0+Login+Policy
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34210441/4.1.1+How+VISULOX+handles+presentation+roles
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34080045/4.1.1+Mailinggroups
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34079963/4.1.1+Messages+in+VISULOX
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34079245/4.1.1+Time+zones+holidays+and+time+profiles
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72024838/4.2.0+How+to+configure+role+profiles+for+the+VISULOX+Cockpit
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72091027/4.2.0+How+VISULOX+handles+presentation+roles
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72287815/4.2.0+Mailinggroups
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71959318/4.2.0+Messages+in+VISULOX
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71991797/4.2.0+Time+zones+holidays+and+time+profiles
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34048257/4.1.1+Customizable+action+buttons+in+VISULOX+Cockpit+Objects
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34111665/4.1.1+VISULOX+Cockpit+Objects
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72025766/4.2.0+Customizable+action+buttons+in+VISULOX+Cockpit+Objects
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72090496/4.2.0+VISULOX+Cockpit+Objects

4.2.0) Transit Policy VISULOX Cockpit / Objects
4.2.0) VISULOX Policies - Overview

(4.2.0)
( ) Misc
(4.2.0) Welcome EXT Policy
(4.2.0) Welcome INT (4.1.1) VISULOX Filters
Access Policy (4.1.1) Why is it not possible to sort some views in the GUI?
Application Policy (4.2.0) VISULOKX Filters
(4.2.0) Why is it not possible to sort some views in the GUI?

Login Policy
VISULOX Filters

Why is it not possible to sort some views in the GUI?

Transit Policy

VISULOX Policies - Overview
Welcome EXT Policy
Welcome INT
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https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72089909/4.2.0+VISULOX+Policies+-+Overview
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72090107/4.2.0+Welcome+EXT+Policy
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71926106/4.2.0+Welcome+INT
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34079557/4.1.1+VISULOX+Filters
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34047801/4.1.1+Why+is+it+not+possible+to+sort+some+views+in+the+GUI
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72091242/4.2.0+VISULOX+Filters
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72221818/4.2.0+Why+is+it+not+possible+to+sort+some+views+in+the+GUI

11 Events

VISULOX Service events are generated in several parts of the software. VISULOX PORTAL Service events are displayed as well.

All events are stored in the database and can be seen in the VISULOX Cockpit.

archive Policies

Administration

VISUL@X Dashboard ~ Sessions  Files  Events

® < Lastweek

(=)(=)™ [ ]0e)

%F Report

@ Event (® Oblect @ inlo ® Owner Event time v | @ fpp Colect @ Folicy | (O Remote P | @ TicketID
Ended weblop session Tor u...

Workspace closed ..ol de: 1652429711149 | ZooLre Giobal Beskiop ser... | gministrator 2022.05-13 15:55:56 172.16.21.58
Ended amulaar session o .
Application: ./_ens/o=appli... ) )

Applcation Session ended | ...ol.de:1852436082510 | SPPIPATOR. -enS 0-aPOL - | Adrministrator 20220513 15:55:51 | VLX Gockpit (all) 172.16.21.58

Application Gontrol ended | ...ol.de: 1652443622455 Administrator 20220513 15:46:15 | VLXJUMP SHELL | Access| | 172.16.21.58 | SETUP 12-0lf
Ended amulaar session o .
Application: .{_ens/o=appli.. "

Applcation Session ended | ...ol.de:1652443622455 | SPPICRTON N 0-aPOL - | Adrministrator 2022-05-13 15:46:10 | VLX JUMP SHELL 172.16.21.58
Ended emulator session for ...

Application Session ended | __.ol.de: 1652443656501 ég@u’;‘:‘agba‘ ngi“;;psf’r‘"" Administrator 2022-05-13 15:45:58 | VLX FT Glient 172.16.21.58
TRANSIT

File accepted . 1534:42-0l7u2-100t vx! | Filetype: data Administrator 20220513 14:43:10 | File Transfer TRANSIT t2-0lf
Size:219.41kB

Transfer to Transit Zone | ...1534-42-ol7u2-toot.vxi | Download from sftp://to0t@... | Administrator 20220513 14:43:09 | File Transfer 172.16.21.58 t2-0ff
TRANSIT

File acoepted ..12.5-2-0l7u2-ro0l.png | Filetype: PNG image data, ... | Adminisirator 20220513 14:08:18 | File Transfer TRANSIT t2-lf
Size:23.88kB

Transfer to Transit Zone | ...12.5-2-0l7u2-root.png | Download from sftp:/fro0t@... | Administrator 20220513 14:08:17 | File Transfer 172.16.21.58 t2-0ff
Started emulator session fo

Application Session started | ...ol.de: 1652443656501 ‘S‘ZEuf:‘g";i’aﬁ:’s‘i"‘;ﬂs@"" Administrator 2022.05-13 14:07:37 | VLX FT Client 172.16.21.58

Application Control ended | ...ol.de: 1852443634218 Administrator 20220513 14:07:28 | VLX Command Guard | Access|- | 172.16.21.58 | SETUP t2-0ff

Session Inuse ol de:1652443634218 Administrator 20220513 14:07:27 | VLX Gommand Guard | Access|- | 172.16.21.58 | SETUP t2-0lf

Session Idle ol de! 1652443634218 2022-05-13 14:07:23 | VLX Command Guard | Acoess|- | 172.16.21.68 | SETUP 120l
Ended emuatorsession o .

Application Session ended | ..ol de:1652443634218 | Application: ... en e =ap0li-.. | pdministrator 20220513 14:07:22 | VLX Command Guard 172.16.21.58

Application Control started | ..ol.de: 1652443634218 Administrator 20220513 14:07:18 | VLX Gommand Guard | DefaultLogin | 172.16.21.58 12-0ff
Started emuiator session fo

Application Session started | ...ol.de: 1652443634218 | Application: Ppli... | Administrator 20220513 14:07:15 | VLX Command Guard 172.16.21.58

Secure Global Desktop .

Kl |

< @ADMIN (O Help/ Tooltip () Details Refresh Q() (O Manual

917000171 - Keyboeard input display disabled - 3.4.1 (2022-05-12 13:59:48 UTC)

< @LOCAL

— H 20220516 09:24:39 CEST

- 917000171 Bladecenter - Test License - Support until 2023-09-01

Each event is also seen in the event script and can be delivered to external systems.

11.1 Available articles
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(4.1.1) Enable events for VLX Shell, FreeRDP and File Transit connections
(4.1.1) Events

(4.1.1) How to configure input idle detection

(4.1.1) How to pass multiple login failures to external

(4.1.1) How to send VISULOX Events to external services

(4.1.1) Overview of VISULOX Events

(4.2.0) Enable events for VLX Shell, FreeRDP and File Transit connections
(4.2.0) Events

(4.2.0) How to configure input idle detection

(4.2.0) How to pass multiple login failures to external

(4.2.0) How to send VISULOX Events to external services

(4.2.0) Overview of VISULOX Events

Enable events for VLX Shell, FreeRDP and File Transit connections
Events

How to configure input idle detection

How to pass multiple login failures to external

How to send VISULOX Events to external services

Overview of VISULOX Events
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https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34112893/4.1.1+How+to+pass+multiple+login+failures+to+external
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34243388/4.1.1+How+to+send+VISULOX+Events+to+external+services
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34245001/4.1.1+Overview+of+VISULOX+Events
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72090897/4.2.0+Enable+events+for+VLX+Shell+FreeRDP+and+File+Transit+connections
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71960352/4.2.0+Events
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72222091/4.2.0+How+to+configure+input+idle+detection
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72221355/4.2.0+How+to+pass+multiple+login+failures+to+external
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72287284/4.2.0+How+to+send+VISULOX+Events+to+external+services
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71993462/4.2.0+Overview+of+VISULOX+Events

12 Policies
With VISULOX everything is controlled by VISULOX Policies. A VISULOX Policy has a VISULOX Filter and a time, how long the policy is valid, depending of the object.

Policies are defined in the VISULOX Cockpit or via Command Line Interface.

Online Archive Policies Addons Administration Filter Objects Cluster

Welcome EXT Login Welcome INT Access Application Transit

See also: VISULOX Policies overview
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12.1 Available articles

VISULOX Cockpit

4.1.1) Access Policy

4.1.1) Application Policy

4.1.1) How to create and use notifications

4.1.1) How to enable access to applications

4.1.1) How to enable, configure and use cooperations
4.1.1) How to enable, configure and use recording
4.1.1) Login Policy

4.1.1) Transit Policy

4.1.1) VISULOX Policies - Overview

4.1.1) Welcome EXT Policy

4.1.1) Welcome INT

4.2.0) Access Policy

4.2.0) Application Policy

4.2.0) How to create and use notifications

4.2.0) How to enable access to applications

4.2.0) How to enable, configure and use cooperations
4.2.0) How to enable, configure and use recording

)

(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(

4.2.0) Login Policy
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Command Line Interface

4.1.1) How to control access from the command line

4.1.1) How to control applications from the command line

4.1.1) How to control external messages from the command line
4.1.1) How to control File Transit Policy from the command line
4.1.1) How to control groupaccess from the command line

4.1.1) How to control internal messages from the command line
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https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34079203/4.1.1+How+to+control+internal+messages+from+the+command+line
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34079179/4.1.1+How+to+control+login+from+the+command+line
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72090207/4.2.0+How+to+control+access+from+the+command+line
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71991568/4.2.0+How+to+control+applications+from+the+command+line
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(4.2.0) Transit Policy How to control groupaccess from the command line
(4.2.0) VISULOX Policies - Overview How to control internal messages from the command line
(4.2.0) Welcome EXT Policy How to control login from the command line

(4.2.0) Welcome INT

Access Policy

Application Policy

How to create and use notifications

How to enable access to applications

How to enable, configure and use cooperations
How to enable, configure and use recording
Login Policy

Transit Policy

VISULOX Policies - Overview

Welcome EXT Policy

Welcome INT
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13 Recording

Recording is a task that is performed in the background and does not affect the user performance.

Whenever a session should be recorded (automatically or manually) VISULOX Service starts a task. This task records the session presentation by using the shadow command.

13.1 Available articles

4.1.1) Example: Application based recording via vixMode parameter
4.1.1) Example: Keyboard recording

4.1.1) Example: Manual recording

4.1.1) Example: Policy based recording

4.1.1) How to enable, configure and use recording

4.1.1) How to set auto commit or auto reject for recording

4.1.1) Recorded applications

4.1.1
4.1.1

Recorder configuration

Recording

4.1.1) The application control variable "vIxMode"

4.1.1) Useful database queries: Size of film chapters, snapshots, files, usage
4.1.1) Watching films recorded before version 3.2 with Flash support

4.2.0) Example: Application based recording via vixMode parameter

4.2.0) Example: Keyboard recording

4.2.0) Example: Manual recording

(4.1.1)
(4.1.1)
(4.1.1)
(4.1.1)
(4.1.1)
(4.1.1)
(4.1.1)
(4.1.1)
(4.1.1)
(4.1.1)
(4.1.1)
(4.1.1)
(4.2.0)
(4.2.0)
(4.2.0)
(4.2.0)

4.2.0) Example: Policy based recording
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https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71993025/4.2.0+Example+Application+based+recording+via+vlxMode+parameter
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4.2.0) How to enable, configure and use recording

4.2.0) How to set auto commit or auto reject for recording
4.2.0) Recorded applications

4.2.0
4.2.0

Recorder configuration
Recording
4.2.0) The application control variable "vIxMode"

4.2.0) Useful database queries: Size of film chapters, snapshots, files, usage

(4.2.0)
(4.2.0)
(4.2.0)
(4.2.0)
(4.2.0)
(4.2.0)
(4.2.0)
(4.2.0)

4.2.0) Watching films recorded before version 3.2 with Flash support
Example: Application based recording via vIxMode parameter
Example: Keyboard recording

Example: Manual recording

Example: Policy based recording

How to enable, configure and use recording

How to set auto commit or auto reject for recording

Recorded applications

Recorder configuration

Recording

The application control variable "vixMode"

Useful database queries: Size of film chapters, snapshots, files, usage

Watching films recorded before version 3.2 with Flash support
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14 VISULOX Player

In VISULOX Cockpit / Archive / Sessions all ended recorded sessions are displayed. Selecting a recorded session and pressing the "Player" button starts the integrated player.
Checked out recorded sessions can be viewed with an integrated offline player in a browser on the client.

The VISULOX player has several views, controls and presents all information available for the recorded film.

14.1 Available articles

(4.1.1) How to enable the VISULOX Cockpit for Dual Control and view films in player
(4.1.1) VISULOX Player
(4.1.1) VISULOX Player: integrated or client side
(4.1.1) Watching recorded films with the VISULOX player
(4.2.0) How to enable the VISULOX Cockpit for Dual Control and view films in player
(4.2.0) VISULOX Player
(4.2.0) VISULOX Player: integrated or client side

(4.2.0) Watching recorded films with the VISULOX player

How to enable the VISULOX Cockpit for Dual Control and view films in player
VISULOX Player

VISULOX Player: integrated or client side

Watching recorded films with the VISULOX player
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15 Cooperations

A cooperation is useful to work together with the same view on one application. In a cooperation is always the owner of the application and a cooperation partner. A
cooperation partner is a participant, who can look at what the owner is doing (observe) or he can use keyboard and mouse as well (interact).

15.1 Assistance

An assisting cooperation is started by a supervisor, selecting a running session and using the "Assist" button in the VISULOX Cockpit.
The user is the owner of the application and he is able to control or close the cooperation.

15.2 Dual control

With the Dual Control feature a cooperation can be established based on a real four-eye-principle. The supervisor has to acknowledge the cooperation within a configured
period of time. If the supervisor does not acknowledge the cooperation, the cooperation window will be locked for the participant.

With Dual Control it is guaranteed, that the supervisor is always in front of the screen.

In applications started without a session controller (nosc) an Assistance or a Dual Control cooperation can only consist of two participants.

Cooperations without recording cannot determine the user, who did the last input.

15.3 Available articles

(4.1.1) Assistance

(4.1.1) Cooperations

(4.1.1) Dual Control

(4.1.1) Example: Assistance
(4.1.1)

4.1.1) Example: Dual Control
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(4.1.1) How to enable Dual Control in the VISULOX Cockpit

(4.1.1) How to enable the VISULOX Cockpit for Dual Control and view films in player
(4.1.1) How to enable, configure and use cooperations

(4.2.0) Assistance

(4.2.0) Cooperations

(4.2.0) Dual Control

(4.2.0) Example: Assistance

(4.2.0) Example: Dual Control

(4.2.0) How to enable Dual Control in the VISULOX Cockpit

(4.2.0) How to enable the VISULOX Cockpit for Dual Control and view films in player
(4.2.0) How to enable, configure and use cooperations

Assistance

Cooperations

Dual Control

Example: Assistance

Example: Dual Control

How to enable Dual Control in the VISULOX Cockpit

How to enable the VISULOX Cockpit for Dual Control and view films in player

How to enable, configure and use cooperations
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16 Notifications

Notifications are used to inform supervisors and users about a variety of actions via eMail or SMS, e.g. login, application start/stop, recording start/stop, access ending,
keystroke detected, etc.

Itis possible to create individual notification scripts, that can be enriched with a bunch of variables.

16.1 Available articles

4.1.1) How to control action scripts from the command line
4.1.1) How to create and use notifications
4.1.1) Notifications
4.1.1) Transit script variables
4.1.1) Variables in notifications
4.1.1) VISULOX Mail Client and Send PIN
)
)
)
)
)

(
(
(
(
(
(
(4.2.0) How to control action scripts from the command line
(4.2.0) How to create and use notifications

(4.2.0) Notifications

(4.2.0) Transit script variables

(4.2.0) Variables in notifications

(4.2.0) VISULOX Mail Client and Send PIN

How to control action scripts from the command line

How to create and use notifications

Notifications

Transit script variables
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Variables in notifications
VISULOX Mail Client and Send PIN
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17 Reports

Avariety of reports can be generated within the VISULOX Cockpit or via the command line.

It is possible to generate the reports and file them in the File Transit Zone of the user or to send them via eMail.

Build report: Archived sessions
Current selection : 2

select text block (report) Eﬁ [;Auditr.:-r Report |vl

Report was requested by Auditor ....

(Ocsv () xML () RAW DATA
(8) HTML (#) Human Readable

eMail [ Send report J

[ File Report in DownloadJ

Cancel

17.1 Available articles

4.1.1) Command "visulox support" - Creating a VISULOX Support Report

4.1.1) How to control reports from the command line

(4.1.1)
(4.1.1)
(4.1.1) How to export information interactive from VISULOX
(4.1.1) Reports

(4.2.0)

4.2.0) Command "visulox support" - Creating a VISULOX Support Report
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(4.2.0) How to control reports from the command line

(4.2.0) How to export information interactive from VISULOX
(4.2.0) Reports

Command "visulox support" - Creating a VISULOX Support Report
How to control reports from the command line

How to export information interactive from VISULOX

Reports
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18 VISULOX Addons

18.1 Host Control (Command Connect / Guard)

Host Control consist of two applications named Command Connect and Command Guard that provide a more flexible way to access endpoints using a shell interface.
Command Connect and Command Guard handle flexible groups and allows the user to send commands to multiple endpoints simultaneously. Additionally, Command Guard
has command level controls for the application. It allows and denies the usage of certain commands by the user. Additionally, client and server side scripts can be issued either
to multiple endpoints or to a single one. Remaining faithful to the whole VISULOX concept, no agents are needed on the endpoints to achieve this.

18.2 File Transfer

VISULOX File Transfer guarantees that security zones are not connected and remain separate. In contrast to other solutions this is a true logical split of secure protocols.
Multiple transfer policies to different endpoints can be defined. (direction, content, size). Also, the transferred files are provided to the users through their home directory or via

a FTP server in a controlled manner.

18.3 File Transit Zone

The directory "vixtransit" is available in the VISULOX Addons and handles the connection between the user from the remote side and the internal systems. Between these
components is the VISULOX File Transfer faciltiy, which controls the transfer of files.

« Files are placed into vixtransit
+ Aprotocol file regarding the synced files is created in the Transit Zone for the user.

VISULOX provides interfaces to the following connections via the VLX Tranist User and VLX Jump.

In this shell die File Transit Zone is seen and can be used, either directly or via drive redirection.
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18.4 Host Objects

Host objects define the connection to a host and are available for File Transit, Command Guard and Command Connect groups.
Private hosts can be added to a Command Connect group by the user according to the underlying rules.

18.5 Script objects

Shell scripts can be used in Command Guard on the system side.
System side scripts are assigned to Command Guard and can be issued to the terminals at any time. As long the terminals belong to the group.

RDP files can be used for a freerdp connection in a vixshell application.

VISULOX4_AdminGuide 12.12.2024 Page 60/1024



18.6 Available articles
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4.1.1) Command Connect / Guard and FT Client with empty filters
4.1.1) Command Guard limitations
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File Tansfer / File Exchange

4.1.1) Accessing the File Exchange web page

4.1.1) Allowing File Transfer from internal to internal

4.1.1) Automated transfer of files into Transit Zone (Passon)

4.1.1) Command Connect / Guard and FT Client with empty filters
4.1.1) Configuration of File Transfer in the VISULOX Cockpit

4.1.1) Custom vlxuser ID for transit users

4.1.1) Extended Transit Policy with hash check by provided hash file
4.1.1) File Transfer

4.1.1) File Transfer modules

4.1.1) File Transfer recommendations

4.1.1) File Transfer via command line

4.1.1) File Transit with approval

4.1.1) How to configure File Transfer content check
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19 Remote IP Detection

RIP, or Remote IP address, serves as the identifier for where a client request originates from. It essentially provides information about the source of the request.

+ Client via nating router via VISULOX GATEWAY to VISULOX PORTAL

Office COMPANY

VISULOX VISULOX
GATEWAY PORTAL

S S L J > Service

Available articles:

(4.1.1) How to disable/modify the presentation of the remote IP address on the login page
(4.1.1) Remote IP Detection
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VISULOX PORTAL Service: Connection source is
the VISULOX GATEWAY

VISULOX GATEWAY: Connection source IP is the
router. GW must forward to VISULOX PORTAL

Page 66/1024


https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34179469/4.1.1+How+to+disable+modify+the+presentation+of+the+remote+IP+address+on+the+login+page
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34049602/4.1.1+Remote+IP+Detection

(4.2.0) How to disable/modify the presentation of the remote IP address on the login page
(4.2.0) Remote IP Detection
How to disable/modify the presentation of the remote IP address on the login page

Remote IP Detection
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20 Monitoring & Logging

The following articles describe how monitoring and logging can be used in VISULOX.

More detailed information about logging and debugging for integrators / administrators is available on request.
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20.1 Available articles

Monitoring

Service fingerprinting via expect script
Monitoring VISULOX

Monitoring tool: checkPortal.sh

Monitoring & Logging

Interface for current usage - stats.sh
Integrity-Check

How to setup VISULOX end2end monitoring
How to check VISULOX PORTAL ports 443 & 5307
4.2.0) Service fingerprinting via expect script
4.2.0) Monitoring VISULOX

4.2.0) Monitoring tool: checkPortal.sh

4.2.0) Monitoring & Logging

4.2.0) How to setup VISULOX end2end monitoring
4.2.0) How to check VISULOX PORTAL ports 443 & 5307

(

(

(

(

(4.2.0) Interface for current usage - stats.sh

(

(

(

(4.1.1) Service fingerprinting via expect script
(

)
)
)
)
4.2.0) Integrity-Check
)
)
)
)

4.1.1) Monitoring VISULOX

VISULOX4_AdminGuide

Logging

4.1.1) Command "visulox log" - Analyzing log files
4.1.1) Enable logging of SQL queries in database service
4.1.1) How to increase the log level

4.1.1) Monitoring & Logging

(4.1.1)
(4.1.1)
(4.1.1)
(4.1.1)
(4.2.0) Command "visulox log" - Analyzing log files
(4.2.0) Enable logging of SQL queries in database service
(4.2.0) How to increase the log level

(4.2.0) Monitoring & Logging

Command "visulox log" - Analyzing log files

Enable logging of SQL queries in database service

How to increase the log level

Monitoring & Logging

Reporting

12.12.2024

(4.1.1) Command "visulox support" - Creating a VISULOX Support

Report

(4.1.1) How to control reports from the command line

(4.1.1) How to export information interactive from VISULOX
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https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72288395/4.2.0+How+to+setup+VISULOX+end2end+monitoring
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https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34048692/4.1.1+Command+visulox+log+-+Analyzing+log+files
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34046745/4.1.1+Enable+logging+of+SQL+queries+in+database+service
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34179043/4.1.1+How+to+increase+the+log+level
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34082024/4.1.1+Monitoring+Logging
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71960120/4.2.0+Command+visulox+log+-+Analyzing+log+files
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https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34177969/4.1.1+How+to+control+reports+from+the+command+line
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34080271/4.1.1+How+to+export+information+interactive+from+VISULOX

4.1.1) Monitoring tool: checkPortal.sh (4.1.1) Reports

4.1.1) Monitoring & Logging (4.2.0) Command "visulox support" - Creating a VISULOX Support
4.1.1 Report

4.1.1
4.1.1) How to setup VISULOX end2end monitoring
4.1.1) How to check VISULOX PORTAL ports 443 & 5307

Interface for current usage - stats.sh

Integrity-Check (4.2.0) How to control reports from the command line
(4.2.0) How to export information interactive from VISULOX

(
(
(
(
(
( (4.2.0) Reports

)
)
)
)
)
)

Command "visulox support" - Creating a VISULOX Support Report
Maintenance How to control reports from the command line
(4.1.1) Gateway Session Balancing How to export information interactive from VISULOX
(4.1.1) How to check Policy, Datastore and LDAP assignments Reports
(4.1.1) How to test and check an LDAP datasource in VISULOX
(4.1.1) Private host tool
)

(4.1.1) Useful database queries: Size of film chapters, snapshots, files,
usage

4.1.1) VISULOX database backup, restore and performance
4.1.1) VISULOX Lifetimes

4.2.0) Gateway Session Balancing

(4.1.1)
(4.1.1)
(4.2.0)
(4.2.0) How to check Policy, Datastore and LDAP assignments
(4.2.0) How to test and check an LDAP datasource in VISULOX
(4.2.0) Private host tool

(4.2.0)

4.2.0) Useful database queries: Size of film chapters, snapshots, files,
usage

(4.2.0) VISULOX database backup, restore and performance
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https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34048917/4.1.1+Useful+database+queries+Size+of+film+chapters+snapshots+files+usage
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34048616/4.1.1+VISULOX+database+backup+restore+and+performance
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https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72287137/4.2.0+Gateway+Session+Balancing
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71959416/4.2.0+How+to+check+Policy+Datastore+and+LDAP+assignments
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71993413/4.2.0+How+to+test+and+check+an+LDAP+datasource+in+VISULOX
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72288356/4.2.0+Private+host+tool
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72026379/4.2.0+Useful+database+queries+Size+of+film+chapters+snapshots+files+usage
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72092318/4.2.0+VISULOX+database+backup+restore+and+performance
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/34179901/4.1.1+Reports
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72026343/4.2.0+Command+visulox+support+-+Creating+a+VISULOX+Support+Report
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/71991719/4.2.0+How+to+control+reports+from+the+command+line
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72221702/4.2.0+How+to+export+information+interactive+from+VISULOX
https://amitego.atlassian.net/wiki/spaces/V4DOC/pages/72092724/4.2.0+Reports

(4.2.0) VISULOX Lifetimes

Gateway Session Balancing

How to check Policy, Datastore and LDAP assignments

How to test and check an LDAP datasource in VISULOX

Private host tool

Useful database queries: Size of film chapters, snapshots, files, usage
VISULOX database backup, restore and performance

VISULOX Lifetimes
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21 Exporting / Importing Data

These articles describe the export and import of VISULOX data and information via VISULOX Cockpit and the command line.

21.1 Available articles

(4.1.1) Exporting / Importing Data

(4.1.1) How to export information from VISULOX on the command line
(4.1.1) Migrating from OSGD 5.x / VLX 3.x to VISULOX 4.x

(4.1.1) Migrating from VISULOX 3.x to 4.x

(4.1.1) Modify VISULOX PORTAL Datastore via CLI

(4.2.0) Exporting / Importing Data

(4.2.0) How to export information from VISULOX on the command line
(4.2.0) Migrating from OSGD 5.x / VLX 3.x to VISULOX 4.x

(4.2.0) Migrating from VISULOX 3.x to 4.x

(4.2.0) Modify VISULOX PORTAL Datastore via CLI

Exporting / Importing Data

How to export information from VISULOX on the command line
Migrating from OSGD 5.x / VLX 3.x to VISULOX 4.x

Migrating from VISULOX 3.x to 4.x

Modify VISULOX PORTAL Datastore via CLI
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22 Appendix_A

22.1 Appendix

Reference Card and Glossary

+ Appendix
» Events
« VISULOX Service Events
+ VISULOX PORTAL Service Events
« Script Interface & Variables
+ Exit Codes
« Command line parameter
+ VISULOX Command
» VISULOX PORTAL ATTACH Command
+ VISULOX-PORTAL Command
+ VISULOX-GATEWAY Command
+ Integrity-Check
« Troubleshooting
+ Glossary
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22.1.1 Events

VISULOX Service Events
Type

Login

Login

Login

Login

Login

Login (Webtop)

Application

Application

VISULOX4_AdminGuide

Event

Multiple login failures detected

Access PIN accepted

Access PIN requested

Access PIN rejected

OTP requested

Logged out by supervisor

Application started

Application started (uncontrolled)

Description

Default warning setting for failed login attempts: 5
per minute, 20 per hour and 50 per day

Login with Access PIN accepted

Access PIN for login requested

Access PIN was rejected

One Time Passcode for login requested

Application session ended by supervisor via
VISULOX Cockpit

Application session has been started with session
controller

Application session has been started without
session controller

12.12.2024

Event variable

multipleloginfailures

2faPinAccepted

2faPinRequested

2faPinRejected

otpRequested

webtopSessionEndedByAdmin

sessionControllerStarted

sessionUncontolledStarted
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Type

Application

Application

Application

Application

Application

Application

Application

Application

Application

Notification

VISULOX4_AdminGuide

Event

Application ended

Session locked

Session unlocked

Session locked by supervisor

Session unlocked by supervisor

Ended by supervisor

Message sent

Accepted by user

Rejected

Notification sent

Description

Application session ended

Application session locked

Application session unlocked

Application session locked by supervisor via
VISULOX Cockpit

Application session unlocked by supervisor via
VISULOX Cockpit

Application session ended by supervisor via
VISULOX Cockpit

Message from supervisor is sent via Cockpit to the
user

Message, recording, etc. acknowledged by the user

Recording rejected by user

A notification was sent based on the selected script

12.12.2024

Event variable

sessionControllerEnded

lock

unlock

lockedbyadmin

unlockedbyadmin

sessionEndedByAdmin

message

accept

reject

scriptsend
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Type

Access

Access

Application

Application

Cooperation

Cooperation

Cooperation

Cooperation

Cooperation

Cooperation

Recording

VISULOX4_AdminGuide

Event

Access will expire

User request

Remark by user

Remark by supervisor

Assistance request

Assist observe

Assist interact

Assist Standby

Dual Control

Assistance closed

Manual recording

Description

Warning, that access to applications will expire

soon

Access requested by the user

Session annotation created by the user

Annotation created by the supervisor in the
VISULOX Cockpit for the session

Request for a cooperation

Assist mode switched to observe

Assist mode switched to interact

Assist mode switched to standby

Dual Control cooperation started

Cooperation closed

Manual recording of the session started by the

supervisor via VISULOX Cockpit

12.12.2024

Event variable

accessRequestedByUser

annotationByUser

annotationBySupervisor

assistrequested

assistobserve

assistinteract

assiststandby

dualcontrol

assistclosed

sessionManuallyRecordingStarted

Page 76/1024



Type

Recording

Recording

Keyboard control

Keyboard control

Keyboard control

Keyboard control

Keyboard control

Keyboard control

Checkout

Checkout

Checkout

VISULOX4_AdminGuide

Event

Recording stopped

Recording started by Policy

In use

Inputline

Responsible

Idle

Keyboard control started

Keyword detected

Checkout

Checkout with keystrokes

Report in browser

Description

Manual recording stopped by the supervisor via
VISULOX Cockpit

Predefined recording started by Application Policy

Input changed to this user

The user entered a line of characters

Input changed to this user

Keyboard idle

Keyboard input detection started

Keyword detected by keystroke detection control

Session checkout via Cockpit

Checkout of the session information in a ZIP file
with displayed keystrokes

Report created via Cockpit and displayed in
browser

12.12.2024

Event variable

sessionManuallyRecordingStopped

sessionRecordingStarted

inputFocusChanged

keyboardControllnputline

inputResponsibility

InputFocusldle

keyboardControlStarted

keywordDetected

checkout

checkoutwithkeystrokes

reportGeneratedByGuiBrowser
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Type

Checkout

Checkout

Checkout

System

System

System

System

System

System

System

System

File Transfer

VISULOX4_AdminGuide

Event

Report via eMail

Player started

Player with keystrokes started

Auto accepted

Auto rejected

Object created

Object copied

Object changed

Object deleted

Object attached

Object detached

Synced to folder

Description

Report created via Cockpit and sent via eMail

Browser-based player started via Cockpit

Browser based player with displayed keystrokes
started

Accepted automatically by the system

Rejected automatically by the system

AVISULOX object has been created

AVISULOX object has been copied

AVISULOX object has been changed

AVISULOX object has been deleted

AVISULOX object has been attached

AVISULOX object has been detached

Files synchronized with the folder

12.12.2024

Event variable

reportGeneratedByGuiEmail

player

playerwithkeystrokes

autoaccept

autoreject

objectNew

objectCopied

objectChanged

objectDeleted

objectAttached

objectDetached

syncput
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Type Event Description Event variable

File Transfer Synced to Transit Zone Files synchronized with the Transit Zone syncget

File Transfer Transfer to server File transferred from Transit Zone to the ftput
application server via SFTP/FTP

File Transfer Transfer to Transit Zone File transferred from application server to the ftget
Transit Zone via SFTP/FTP

File Transfer Upload (internal web page) File uploaded via internal web page webput

File Transfer Download (internal web page) File downloaded via internal web page webget

File Transfer Upload File uploaded from client into Transit Zone userput
File Transfer Download File transferred from Transit Zone to the client userget
File Transfer File checked Transferred file has been checked checked
File Transfer Approved Transferred file has been approved approved
File Transfer File rejected File rejected after check rejected
File Transfer Pending File not approved yet pending

VISULOX4_AdminGuide
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Type Event Description Event variable

File Transfer Conditionally accepted File accepted depending on endpoint rules tmpaccepted

VISULOX PORTAL Service Events

Type Event Description Event variable

Server Server started Server has been started / details serverStart

Server Server stopped Server was stopped / details serverStop

Server SSL started VISULOX PORTAL Security SSL has been started  securitySSLStart

Server SSL stopped VISULOX PORTAL Security SSL has been securitySSLStop
stopped

Login Login rejected VISULOX PORTAL login was rejected for the loginResultRejected

user / details

Login Login ambigious Login information ambiguous, common name loginResultAmbiguous
needed

Login Anonymous login not supported Login failed, Anonymous login not supported loginResultAnonymous

Login Unresolveable user Login failed, unresolvable user loginResultUnresolveable
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Type Event Description Event variable

Workspace Workspace opened Workspace session has been started / details webtopSessionStartedDetails
Workspace Workspace closed Workspace session has been stopped / details webtopSessionEndedDetails
Application Application session started Application session has been started / details sessionStartedDetails
Application Application session stopped Application session was stopped / details sessionEndedDetails
VISULOX PORTAL Object Object modified VISULOX PORTAL object has been changed modifySuccess

VISULOX PORTAL Object Object created A new VISULOX PORTAL object was created createSuccess

VISULOX PORTAL Object Object create failed Creating an VISULOX PORTALobject failed createFailure

VISULOX PORTAL Object Rename successful VISULOX PORTAL object renamed successfully renameSuccess

VISULOX PORTAL Object Object deleted An VISULOX PORTAL object was deleted deleteSuccess
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22.1.2 Script Interface & Variables

Available script categories

Category Used as

Notification These action scripts can be chosen, where application notifications are used (Application Policy).
Pin These action scripts deliver information for the Multi Factor Authentication (Login Policy).
Report These are report actions scripts.

Validate These action scripts can be chosen for validation.

These action scripts are available everywhere scripts can be used. The setup provides one script in this category,
which allows to dump all variables provided to an action script. This is helpful for testing.

Notification script variables (examples)

o The following list contains some useful examples for script variables.
To get the complete list of available variables for a certain action script, the dump script should be used.

Variable Description
VLXFULLNAME Full name of the user
VISULOX4_AdminGuide 12.12.2024
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Variable

VLXSURNAME

VLXEMAIL

VLXSMS

VLXOWNER

VLXGROUPLIST

VLXUSERPROFILE

VLXPIN

VLXPIN_FMT

VLXPIN_SEQUENCE

VLXPIN_EXPIRATIONTIME

VLXPIN_LIFETIME

VLXPIN_TEXT

VISULOX4_AdminGuide

Description

Surname of the user

eMail address of the user

SMS address of the user

Owner of the application

Group list

Profile of the user

PIN for Multi Factor Authentication

Formatted PIN for Multi Factor Authentication

Sequence number for PIN

Expiration time with date for the PIN

Lifetime for the PIN

PIN text

12.12.2024
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Variable

VLXACCESSPOIN

VLXCREATETIME

VLXLOG

VLXLOGINUSER

VLXMANAGER

VLXOBJECT

VLXOWNERID

VLXOWNERSHORT

VLXPOLICY

VLXREMOTEIP

VLXSMS

VLXLISTHASH

VISULOX4_AdminGuide

Description

Access Point

Creation time

Path to logs

Logged in user

Manager of the user

Name of the object

Owner ID

Short name of the owner

VISULOX policy

Remote IP

SMS of the user

Hash
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Variable

VLXCLIENTIP

VLXLANG

VLXSESSIONHOST

VLXCREATETIME_FMT

VLXSESSIONSTARTTIME

VLXSESSIONDURATION

VLXSESSIONDURATION_FMT

VLXSESSIONENDTIME

VLXSESSIONENDTIME_FMT

VLXAPPLICATION

VLXRECIPENT

VLXTICKETID

VISULOX4_AdminGuide

Description

Client IP address

Language

Host, where the session was started

Time of creation (readable)

Start time of the sesssion

Duration of the session

Duration of the session (readable)

Endtime of the session

Endtime of the session (readable)

Application name

Recipient

Ticket ID of the user
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Variable Description

VLXLOGINSCRIPT Login script
VLXAPPLICATIONUSER User of the application
VLXBADWORD Detected keyword in Keyboard recording
VLXEVENTINFO Eventinfo
VLXCREATEDBY Created by
VLXCREATEDBYSHORT Short name of creator
See also:

+ Variables in notifications
« Transit script variables
« How to control action scripts from the command line

22.1.3 Exit Codes
In the following table all VISULOX Exit Codes are listed with a short description and the meaning of the code.

Exit code Short description Comment

0 SUCCESS Success
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1 FAILURE Failure

2 WARNING Warning

3 REJECT Policy

4 ACCEPT Policy

5 PASSON Policy

6 APPLY Policy

7 EXCLUDE Policy

8 APPROVAL Rule

9 ALLOW Rule

10 ALLOWSPONTAN Rule

11 ALLOWENDPOINT Transit rule matches, but endpoint has to be taken into account
12 DENY Deny action

13 DENYTOOLARGE Transit: file is too large
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14 DENYDIRECTION Transit: file can not be transferred in this direction

15 DENYFORENDPOINT Transit: file cannot be handled with this endpoint
16 DENYVIRUS Transit: file has a virus

17 DENYEMPTY Transit: file is empty

18 DENYPASSON Transit: script denies Passon
19 NOMATCHPOLICY Policy

20 USAGE Command line usage error
21 DATAERR Data format error

22 NOINPUT Cannot openinput

23 UNKNOWNUSER User unknown

24 UNKNOWNHOST Host name unknown

25 UNAVAILABLE Service unavailable

26 SOFTWARE Internal software error
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27 LICENSE License error

28 OSERR System error (e.g. can't fork)

29 OSFILE Critical OS file missing

30 CANTCREAT Can't create (user) output file

31 IOERR Input/output error

32 TEMPFAIL Temp failure; user is invited to retry
33 PROTOCOL Remote error in protocol

34 NOPERM Permission denied

35 CONFIG Configuration error

36 INIT Initialization error

37 SCRIPTERROR Script execution with error

38 DATABASE Error during database interaction
39 TIMEOUT Timeout
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40

41

42

43

44

45

46

47

48

49

50

51

52

REGISTRATION

XAUTH

ZMQERROR

CRYPTOERROR

STARTREJECTED

ALREADYRUNNING

NOTIMPLEMENTED

UNDEFINED

EXHAUSTED

LOOKUP

EMPTY

RESTART

RETRY

VISULOX4_AdminGuide

Error on registration

Error on setting x11 cookie

ZeroMQ error

Crypto error

Start rejected

Program already running

Not implemented

Operation has no defined state yet

No resource available anymore

Item not found

Unexpected empty result

Restarting...

Try again
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53

54

55

56

57

100

200

210

1000

22.1.4 Command line parameter

OLDREQUEST

TRANSPORT

QUORUM

ACCESSPOINTCHECK

BUSY

ACCESSREQUEST

DISABLED

APPROVALPASSON

INFO

VISULOX Command

visulox <command> [<command-specific args>]

o During installation fusr/sbin/visulox is created, which makes it possible to execute the VISULOX Service Command without using the whole path.

VISULOX4_AdminGuide

Received reply to a previous request

Errorin transport layer

No etcd leader

Access validation

Resource temporarily unavailable

Access Policy Request

LDAP cannot get data, because the datasource is disabled

Rule

Info line in integrity test
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Available parameters

Command

addon

admin

archive

assignments

attach

cluster

cockpit

config

database

VISULOX4_AdminGuide

Description

Command Line Interface to VISULOX Addons

Manage the VISULOX Administration

Manage VISULOX Archive Node

Check assignments in policies and applications

Attach a node to the VISULOX Cluster

Builds a VISULOX Cluster

Start of the VISULOX Cockpit

Manage the VISULOX configuration

Query the VISULOX Database

12.12.2024

Additional commands [ args

cmdconnect, cmdguard, ftclient, host, script, template

cockpit, action, message, region, timeprofile

-node <>, -set

app, datastore, policy

<hostname>, -location, -zone

data, layout, build -f <> | -template

title <>, lang <>, roles <>, grant <>, groupaccess <>,owner <>, ksr,
cdm, kiosk, personal

accesspoint, datasources, dump, edit, env, list, locations,logo,
mynodename, rebuild, reset, vap

list, backup, restore, fields, query, integrity, rename <>, node <>,
table <>, timeout <>
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Command

datasource

detach

end2end

etcd

export

integrity

license

online

otp

VISULOX4_AdminGuide

Description

Manage the VISULOX Datasources

Detach a node from the VISULOX Cluster

VISULOX end2end check

Manage ETCD instances

Export from VISULOX

VISULOX Integrity-Check

Manage the VISULOX License

Query VISULOX log database

VISULOX online status

Manage the VISULOX OTP configuration

12.12.2024

Additional commands [ args

add, check, copy, delete, edit, list

server <>, timeout <>

off, on, status

benchmark, client, del, get, instance, member, node, put, test

events, files, sessions

sys, lib, cmd, users, portal, ulimit, store, recorder, datasources,
license

list, replace, test, usage

(-component <users|sessions|recorders|hostcontrols> -unit <week|
month|year>)

since <>, until <>, logleve <>, follow
getpin, fields (list available fields), -i (ignore case), -object <> (owner
or group mask),

-application <>, -fields <>, sortby <> (sort by field)

check <>, key, reset <>, set <>
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Command Description Additional commands [ args

passcache Manage the VISULOX Passcache list, fields, edit, delete
ping Ping local master or designated worker id <> (outdated)
policy Command line interface to the VISULOX Policies external, login, internal, access, application, transit
portal Attach / detach VISULOX Service from VISULOX PORTAL array, config, discover, drop, admin, mode, etc (see: VISULOX-
Service PORTAL Command)
(See also: VISULOX PORTAL ATTACH Command) visulox portal --help shows all available VISULOX PORTAL and
VISULOX commands.

With visulox portal admin -user <unixuser>a Unix user can be
activated as VISULOX Portal Admin
(.1 Itisrecommended to set a different user than root!)

pwdmgmt Manage / list account passwords expired, mustchange, notify <>, warn
report Command line interface to VISULOX Report title <>, mctitle <>, name <>, type <>, xslt <>, metadata <>, query <>,

tframe <>, -from<>.

-to <>, sql <>, lang <>, filename <>, mailto <>, mailsubject <>,
maildescription <>,
maildescriptionfile <>, archive <>

reset Reset local cluster state
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Command

restart

start

status

stop

store

support

transit

version

Description

Restart VISULOX Service (locally)

[ Q Use with caution, all sg, sc and scx will be stopped.

Start VISULOX Service (locally)

Query VISULOX status

Stop VISULOX Service (locally)

Manage the VISULOX store

Gather information for support (-info: short report)

Command line interface to VISULOX Transit Zone (list,
import)

Display versions of installed VISULOX packages

o With -help or -? the detailed options for a basic command can be displayed.
If more parameters are needed for a command, the available options are always displayed by entering the basic command.

VISULOX4_AdminGuide
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Additional commands [ args

-service <>, -timeout <>

debug
diskfree, features, load, monitor, next, servers, services, sessions,

uptime, usage, users,

workers, server <>, serverfilter <>, print, fields <>

id <>

attach, changed, detach, disable, enable, extras, get, migrate,
missing, next,

put, status, slot <>

directory <>, sys, dump, etc, rt, logs, net, integrity, config, tta

list, import, owner, path, rtime
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General commands

Parameter Description

-format <value> Format of output (text,xml,csv,json,tcl) / Default: <text>
-log <value> Set loglevel to error, verbose, info or debug / Default: <>
-verbose More messages on stdout

-run Run an operation (use only on application request)
-stdin Get arguments from stdin

- Forcibly stop option processing

-help /-? Display commands

Usage

The following examples show the usage of the VISULOX Service Command:

Show VISULOX status

visulox status
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Show license information

visulox license

Replace license

visulox license replace -file <path to license file>

List sessions

visulox status sessions
visulox online

List unassigned applications

visulox database query -sql "select vixapplication from external_applications WHERE vlxapplicationgroups = '' AND
vixapplicationusers = ''" —-format csv -raw

Transit import & list

visulox transit import -path /tmp/file.txt -owner "o=Tarantella System Objects/cn=TestUser"
visulox transit list -owner "o=Tarantella System Objects/cn=TestUser"
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Detach VISULOX Node

visulox detach <vlx-node.domain>

VISULOX PORTAL ATTACH Command

visulox portal attach [<command-specific args>]

o During installation /usr/sbin/visulox is created, which makes it possible to execute the VISULOX Service Command without using the whole path.

Available parameters

Command

-all

-portal

-examples

-attach

-expect

-webtop

VISULOX4_AdminGuide

Description

Install all (default)

Modify VISULOX PORTAL only, write configuration

setup examples

Attach VISULOX Service to VISULOX PORTAL Service

Install expect script only

Install webtop script only

12.12.2024
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Command Description

-jspconfig Create VISULOX JSP configuration file

-apacheport <value> Local port to address Apache. If empty, discovered by webservice configuration <>
-externalport <value> External port to address Apache. If empty, discovered by httpd.conf <>
-serviceonline <value> Enable/disable Webtop Enhancements <true>

-adminuser <value> UNIX user for the VISULOX webservice user in VISULOX PORTAL<vIxwebservice>

Deprecated! Configuration parameter portal.admin.user should be used instead.

-adminuid <value> User ID for the VISULOX admin user in VISULOX PORTAL <610>
Deprecated! Configuration parameter portal.admin.uid should be used instead.

-adminpwd <value> Password for the VISULOX admin user in VISULOX PORTAL <generate>
-adminou <value> OrgUnit for Webservice user cn=<host name>/<adminou> <>
-version <value> Force VISULOX PORTAL version <>

General commands
Parameter Description

-format <value> Format of output (text,xml,csv,json,tcl) / Default: <text>
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Parameter

-verbose

-run

-help /-?

Usage

The following examples show the usage of the attach command:

Attaching VISULOX Service to VISULOX PORTAL Service

visulox portal attach

Description

More messages on stdout

Run an operation (use only on application request)

Forcibly stop option processing

Display commands

This command checks if login-ens is enabled. If this is the case a local user vixwebservice (610) with group ttaserv (500) was added to the system. A password was also

generated and stored secure.

VISULOX-PORTAL Command

visulox-portal <command> [<command-specific args>]

o During installation /usr/sbin/visulox-portal is created, which makes it possible to execute the VISULOX PORTAL Service Command without using the whole path.

VISULOX4_AdminGuide
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Available parameters

Command

array

config

discover

drop

emulatorsession

gateway

help

info

object

passcache

restart

VISULOX4_AdminGuide

Description

Creates and manages arrays of VISULOX PORTAL servers

Edits array-wide and server-specific configuration

Discover available resources

Drop discovered resources

Lists and controls emulator sessions

Manipulates the VISULOX GATEWAY store

Displays this list of commands

Shows status information for the local server

Manipulates objects in the datastore

Manipulates the password cache

Restarts VISULOX PORTAL services
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Command Description

role Configures role occupants and their extra webtop links
security Controls security services, manages certificates
serverrename Change the server's peer or external DNS name

service Edits service object configuration

start Starts VISULOX PORTAL services

status Shows the current status of VISULOX PORTAL array members
stop Stops VISULOX PORTAL services

tokencache Manipulates the token cache

version Displays versions of installed VISULOX PORTAL packages
webserver Controls the VISULOX PORTAL Web Server
webtopsession Lists and controls webtop sessions

o With visulox-portal <subcommand> --help the detailed options for a command can be displayed.
If more parameters are needed for a command, the available options are always displayed by entering the basic command.
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Usage
The following examples show the usage of the VISULOX-PORTAL Command:

Show VISULOX PORTAL status

visulox-portal status

Show version information

visulox-portal version

List webtop sessions

visulox-portal webtopsession list

List VISULOX Array members

visulox-portal array list

Join VISULOX Array member

visulox-portal array join —-primary <hostname> --secondary <hostname>
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VISULOX-GATEWAY Command

visulox-gateway <command> [<command-specific args>]

0 During installation /usr/sbin/visulox-gateway is created, which makes it possible to execute the VISULOX GATEWAY Command without using the whole path.

Available parameters

Command

start

stop

restart

config

server

status

version

sslcert

VISULOX4_AdminGuide

Description

Start VISULOX GATEWAY

Stop VISULOX GATEWAY

Restart VISULOX GATEWAY

Configuration options: create, list, edit, enable, disable

Server options: add, add-array, remove, list, list-array

Show VISULOX GATEWAY status

Show VISULOX GATEWAY version

Export, print sslcert

12.12.2024
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Command

sslkey

cert

clientcert

key

patch

connection

support

Description

Import, export sslkey

Export the VISULOX GATEWAY certificate

Import, list, remove clientcert

Import private key and its corresponding certificate

Add, remove, list VISULOX GATEWAY patches

List connections

VISULOX Gateway Support Report

0 With visulox-gateway <subcommand> --help the detailed options for a command can be displayed.

If more parameters are needed for a command, the available options are always displayed by entering the basic command.

Usage

The following examples show the usage of the VISULOX-GATEWAY Command:

Show VISULOX GATEWAY status

visulox-gateway status

VISULOX4_AdminGuide

12.12.2024

Page 105/1024



Show version information

visulox-gateway version

List VISULOX PORTAL Servers [ certificates
visulox-gateway server list

Show VISULOX GATEWAY configuration
visulox-gateway config list

Add the VISULOX Portal Array on external Gateway

visulox-gateway server add-array —--name osgd --serverurl <https://fqdn of the primary portal server>

Integrity-Check
The Integrity-Check is started automatically during installation of VISULOX to make sure, that all requirements are met for a properly running system.

However Integrity-Check can also be used in an already running environment for diagnose purpose.

Integrity-Check can be started via the visulox command:
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visulox 1integrity

In the quiet mode no shell output and no log entries in /tmp/visulox-integrity.log are written.

Only the Integrity-Check exit code will be returned:

visulox integrity -quiet

Available Integrity-Check commands

Command

-vix

-sys

-lib

-cmd

-disk

-users

VISULOX4_AdminGuide

Description

Check of online software status

Check the VLX Services and cluster ports

Check the system environment

Check for missing libs

Check command for missing libraries

Check disk

Check VISULOX transit users
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Command

-portal

-cert

-store

-recorder

-datasources

-assignments

-license

-policies

-index

-scripts

-x11forward

-gate

VISULOX4_AdminGuide

Description

Check the VISULOX PORTAL Service

Check certificates within VISULOX and VISULOX PORTAL

Check store

Check recorder

Check datasources

Check datastore assignments and dynamic applications

Check license

Check policies (VISULOX must be online)

Check index

Check scripts

Check x11forward

Check gate config
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Command

-mail

General commands

Command

-format <value>

-verbose

-help

-?

Usage

visulox 1integrity

VISULOX4_AdminGuide

Description

Check mail configuration

Description

Format of output (text,xml,csv,json,tcl) <text>

More messages on stdout

Forcibly stop option processing

Print this message

Print this message
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Please wait ....
Integrity-Check:

WARNING(2)
WARNING(2)

-sys
-sys
-portal

ExitCode: WARNIN

amitego engineering

check

Script /opt/visulox/tools/filecheck.sh
Script /opt/visulox/tools/event.sh

5.60 Warnings

G

Evaluation |
not configured |
not configured | WARNING(2)
see logfile |

Check the warnings. For more information see /tmp/visulox-integrity.log

o Only warnings and errors are displayed by default. All Integrity checks can be shown with the -verbose parameter.

visulox integrity -portal

| option | cat

| -portal | core

| -portal | connect

| -portal | webtop

| -portal | var

| -portal | var

| -portal | var

| -portal | role

| -portal | array

| -portal | security-gateway

VISULOX4_AdminGuide

PORTAL 5.60

yes

ok

security-xsecurity ok
xpe-maxsessions ok
xpe-maxusers ok
administrator is root

P: mp-vlx32-0l7.tbsol.de

mp-v1x32-0l7.tbsol.de is good

| SUCCESS(0)
| SUCCESS(0)
| SUCCESS(0)
| SUCCESS(0)
| SUCCESS(0)
| SUCCESS(0)
| WARNING(2)
| SUCCESS(0)
| SUCCESS(0)

12.12.2024

WARNING(2)

- 1in house license / beta2-3.1.1 / 2016-07-12 12:46:32 UTC
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visulox integrity -cert

/C=de/ST=de/O=amitego/CN=test.tbsol.de

SSL-CERT
SSL-CERT
SSL-CERT
SSL-CERT
SSL-CERT
SSL-CERT
PEER-CERT
PEER-CERT
PEER-CERT
PEER-CERT
PEER-CERT
PEER-CERT
SSL-CA
SSL-CA
SSL-CA
SSL-CA
SSL-CA
SSL-CA

issuer
subject
serial
from
until
remain
issuer
subject
serial
from
until
remain
issuer
subject
serial
from
until
remain

test.tbsol.de
EA8628EF3B3A7TF44
2016-12-16 09:12
2017-12-16 09:12
360d 21h

/CN=mp-ol6u3-devel.tbsol.de CA Cert

test.tbsol.de CA Cert

9F3D8EO5D8800F22
2013-07-15 12:20
2023-07-13 12:20
2395d 23h

/C=de/ST=de/O=amitego/CN=test.tbsol.de

test.tbsol.de
EA8628EF3B3A7TF44
2016-12-16 09:12
2017-12-16 09:12
360d 21h

SUCCESS (0)
SUCCESS (0)
SUCCESS (0)
SUCCESS (0)
SUCCESS (0)
SUCCESS (0)
SUCCESS (0)
SUCCESS (0)
SUCCESS (0)
SUCCESS (0)
SUCCESS (0)
SUCCESS (0)
SUCCESS (0)
SUCCESS (0)
SUCCESS (0)
SUCCESS (0)
SUCCESS (0)
SUCCESS (0)

Integrity check with the parameter -cert shows the status of the both VISULOX PORTAL certificates. PEER-CERT and SSL-CERT.

The serials can be displayed on the local VISULOX GATEWAY with the command visulox-gateway server list and have to match with the serials of the VISULOX PORTAL

certificates.

Integrity check shows a warning, when the lifetime is lower than 30 days or an error when the lifetime is expired.
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visulox integrity -disk

Please wait ...Integrity-Check: VISULOX EVALUATION / xdevelopment / development

ok in base (base threshold at 2.0GB has 39.67GB)
ok in var (var threshold at 5.0GB has 39.67GB)
ok in data (data threshold at 20.0GB has 39.67GB)

Diskspace

| | |
| -disk | Diskspace |
| -disk | Diskspace |
| -disk | Diskspace | ok
| -disk | DB Partition |
| -disk | DB Partition |

ExitCode: SUCCESS

ok fileserver.tbsol.de:/home/users/xxx
needs atleast 157.30MB - has 39.67GB

SUCCESS (0)
SUCCESS (0)
SUCCESS (0)
SUCCESS (0)
SUCCESS (0)
SUCCESS (0)

Among the checks also the diskspace for the database is checked. VLX_DATADIR must have at least 2.5 of size of the database available because VACUUM creates a copy of the

database.

For example: a 4GB database needs 6 GB free diskspace. The diskspace is checked with integriy check.

Troubleshooting

« VISULOX PORTAL connect failure

On servers, where VISULOX Service is installed together with VISULOX PORTAL Service, the connection to the VISULOX PORTAL Service can be checked

with a small tool:
Jopt/visulox/lib/utils/sgd.tcl check

Check connections

VISULOX4_AdminGuide
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The following command reinstalls the necessary VISULOX PORTAL Service components on the server and mostly fixes connection errors:

visulox portal attach

+ VISULOX PORTAL Service warnings

More details can be found in visulox-integrity.log. The Java tuning values should be adjusted for the environment.
Mostly, the following settings will be adequate:

+ tuning-jvm-initial: 1024

« tuning-jvm-max: 2048

+ tuning-jvm-scale: 150

Adjust the values, with:

visulox-portal config edit --tuning-jvm-initial 2048
visulox-portal config edit --tuning-jvm-max 2048
visulox-portal config edit --tuning-jvm-scale 150

The following VISULOX PORTAL Service default values should also be checked:
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+ sessions-timeout-always
+ sessions-timeout-session
+ webtop-session-idle-timeout

© cChanges of VISULOX PORTAL Service configurations is known to VISULOX after "visulox portal attach -portal".

+ "Administrator is root" warning
The warning can be disabled by adding a new administrator to VISULOX PORTAL:

Add a user

useradd <name of the new portal administrator>
passwd <name of the new portal administrator>

Add the new administrator to the VISULOX PORTAL administrators

visulox-portal object edit --name "/o=tarantella system objects/cn=administrator" --user admin
After changes to the VISULOX PORTAL, VISULOX needs to be reregistered

visulox portal attach

Doing a VISULOX Integrity-Check again, the warning has disappeared. root can be removed from the administrators list.

+ event.sh and filecheck.sh missing
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The files event.sh.template and filecheck.sh.template in /opt/visulox/tools/ must be copied to event.sh and filecheck.sh, if needed.
The correct permission (0550 / vix:vixgroup) has to be set as well for these files.

cd /opt/visulox/tools

cp events.sh.tmplate events.sh

cp filecheck.sh.template filecheck.sh
chown vix: events.sh filecheck.sh
chmod 0550 events.sh filecheck.sh

22.1.5 Troubleshooting

0 The following information can help to identify possible errors on the client side and it is useful to have them at hand, when contacting an administrator / support.

Version of the used browser

Displaying the version of the used browser (for example: Edge, Firefox and Chrome):

Microsoft Edge Help and Feedback /

Info about Microsoft Edge

Mozilla Firefox Help / About Firefox
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Google Chrome Help / About Google Chrome

€ Google Chrome

o The supported browsers and browser versions by VISULOX are listed in the current documentation.
Other settings:

The settings of the used browser should be checked and possibly critical settings or addons should be disabled (e.g. popup blocker, noscript, etc).

Native Client
In case of problems with the automatic download of the native client, it can be downloaded and installed manually, if no direct forwarding to the login page is configured.

o The Native Client is provided by Oracle.
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Native Client

VISULOX4_AdminGuide
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ORACLE' secure Global Desktop

Welcome to Your Oracle Secure Global Desktop Web Server English v

Login to Oracle Secure Global Deskiop.

Hy Desktop Login to your Desktop.

Launch the Oracle Secure Global

‘The Oracle Secure Global Deskiop Administration Console.
Deskiop Administration Console

Installthe Ora ure ‘The standard client which is typically used automatically. On some
Deskiop Client locked-down systems you may need to manually install it

Install an Ora
Desktop Enhan

val Ajob for Adminisrators only. Installthis on application servers to
ule experience some advanced features of Oracle Secure Global Deskiop.

Ajob for Adminisrators only. Installthis on a UNIX® or Linux server that
youwantto use as a proxy server to conirol accesss to an Oracle Secure
Global Desktop array.

Installthe Oracle Se
Deskiop Gateway

le Secur
umentation

obal Desktop Oracle Secure Global Desklop Documentation.

Java7 Troubleshooting Troubleshooting issues with Java 7.

Copyrght ® 2010, 2013,

s affiates. Al ights
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ORACLE secure Global Desktop Login )

Oracle Secure Global Desktop Client
Client versions You can access Secure Global Deskiop server using a separate, dedicated applicaton thatntegrates vith your desktop.
Componentuersions: 5.10.901

To install an Secure Global Deskiop Client, follow the instructions for your client device.

Mac 0 X © Downlo:

he S

os

re Globl Desktop Clientfor
KopClientdmg, to a your Mac.

 Double-dlick OracleSecureGlobalDeskiopClient dmg to open the installer disk image.

Inthe window that appears, double-click the Oracle Secure Global Desktop Client.pkg package
toinstall the Secure Global Deskiop Client.

® Follow the instructions on your screen

Microsoft Windows © Downloadthe Secure Global Des!
temporary directory on your PC.
Double-click sgdcwin-en.msi to install the Secure Global Deskiop Client.

© Follow the instructions on your screen n

op Client for Hicrosoft Windows, sgdcwin-en.msi,to a

Linux X86 32-bit © Downloadthe Secure Glob:
directory on your system.
 Ata command prompt, exractthe tar file by yping tar xve sgdci3li.tar.
© Installthe Client by typing shsgdc/install
© Follow the instructions on your screen.

I Des!

0p Client for Linux x8 sgaci3litar to atemporary

Solaris™ Operating System (Solaris © Download the Secure Global Desktop Client for Solaris OS on x5 platiorms, sgdci3sotar to
05) on x5 platforms temporary directory on your system.

 Ata command prompt, exractthe tar file by yping tar xve sgdcidso. tar.

© Installthe Client by typing sh sgdc/install

© Follow the instructions on your screen.

Solaris OS on SPARC® platiorms © Download the Secure Global Desktop Client for Solaris OS on SPARC platforms, sgdcspsoar,
to atemporary directory on your system.

Ata command prompt, extract the tarfile by typing tar xvf sgdcspso. tar.

Install the Client by typing sh. sgdc/install

© Follow the instructions on your screen.

Copyright ® 2010, 2013, O
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ORACLE

Welcome to the Secure Global Desktop Client
Installation Setup Wizard

The installer will guide vou through the steps required to install Secure Global Desktop Client on pour
computer,

WARMING: This computer program is protected by copyright law and intemational treaties.
Unavthorized duplication or distribulion of this program, or any partion of i, may iesult in severs civil
or criminal penalties, and will be prozecuted to the maximum extent possible under the law.

After installation, the Native Client can be started manually:
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Chooge an Oracle Secure Global Desktop server

W Define a new server by LIRL
URL: |

Prowy Settingz

% Usge default web browser settings.
™ Use HTTP prowy server,

Hoat: Part: I

Connect | E xit |

How to install the client for Linux Mint

sudo dpkg -i ./sgdclient_5.60.567-ubuntu22.04_x86_x64.deb
sudo apt-get install libxm4 libmotif-common
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Tarantella Client Component (TCC)

Once connected to a VISULOX PORTAL, a TCC connection icon ( 2 ) is displayed in the taskbar:

TCC taskbar-menu

VISULOX4_AdminGuide

12.12.2024

Miller@mp-oléu3-devel.tbsol.de
Event Log...
Connection Info..

About
Exit
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& Connection Info - Secure Global Desktop Client I;Ii-

Property | Walug ‘
Connection Info Secuwe Global...  mp-olu3-devel tbsol de

Connection type  Secure

Firewalraver.. 0O
1 Uszer name .../_enz/o=T aiantella System Objects/cn=Administrator
l Digplay name Adminiztiator

“ Seoure Global.. 51

ﬁ Loaq file C:\Usershddministrator, TBS 0L \vAppDatahLocalSun\S SG D ce. tat

ﬁ TCC cade C:\ sershAdministrator. TBSOL\AppDatatLocalsProgramsiOracle\Secur...
Operating spst...  ‘Windows B

Dizplay 1920 1080 @ 32-bit color depth

Maimum size .. 1904 1001
Yitual Display 19201080
@ Default Printer  HP3YBFAD [HP DFficejet Pro BE00] [rediiected 2]

4 Printer 1 Microzoft XP5 Document ‘writer redirected 2) on T5003 with driver Rem...
@ Frinter #2 Fau [redirected 2] on TS002 with driver Remote Desktop Eazy Print (m=d...
@ Printer #3 STARFALE Fax [redrected 2] on TS004 with driver Remote Desktop Ea...
4 Printer H#4 Microsoft XPS Document ‘wWriter on PORTPROMPT: with driver Microsof ..
Eﬁ Frinter #5 HP37BFAD (HP Officejet Pro 8600) [redirected 2) on TSO01 with driver ...

1 Fived drives C:

% Flappy drives A
$Co/ovD-RO. D:

Copp &l
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w Event Log - Secure Global Desktop Client | =B -

Event Log T [Event [Date [ Detais [

Copy All

General: Special characters in passwords
In mixed environments (Windows / Linux and also cloud services) there are so called interoperability issues.

Therefore the following rules should be considered:

The allowed characters in a password can vary depending on the recommendations of the particular website, platform or system.
However, the following character types are generally recommended:

1. Characters: Upper case characters (A-Z) and lower case characters (a-z).
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2. Numbers: (0-9).
3. Special characters:
These may vary by system, but typically include:

< 1@#S%N&T () _-+=[1{}\:",. 2/ ~ "<
° VISULOX has been tested with these characters.

VISULOX PORTAL Login error codes
The -1 error code is due to invalid data provided, so that it could not get a connection to the VISULOX PORTAL. Maybe due to an invalid profile.

The -7 is more than likely a proxy problem, maybe due to proxy chaining.

#define EHTTPCONNECTFAILED -1

#define ENEEDPROXYAUTH -2

#define EHTTPERRORRESPONSE -3

#define EPROXYERRORRESPONSE -4

#define EPROXYNONBASICAUTH -5

#define EHTTPSSLHANDSHAKE -6

#define ESERVERCHAIN -7 // error occured in the server chain

#define EUSERCANCELLED -8 // user cancelled the request (e.g., by using
// the Cancel button on an Auth dialog)

#define EDOWNGRADEDSSL -9

Application start via Workspace

When an application is started via Workspace a small Connection Progress window is opened. Mostly this window disappears immediately and the application is launched. If
there is a problem with the connection to the application, then this window stays open and shows the errors occurred.
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I << Detais

Details:

whb: estenzion "DPMS" miszing on dizplay "localhoszt1 »
* Mezzage: applet how embedded in the notification ar
Iritializing nautilus-gdu extenzion

wlhib: extenzion "WMWARE _CTRL" mizsing on display '

[hm-applet:15253) Gdk-CRITICAL ** 1A_ gdk_window
[hri-applet:15253) Gdk-CRITICAL == 1A gdk_window
[hm-applet:15253) Gdk-CRITICAL *= 14 gdk_window
[hm-applet:15263); Gdk-CRITICAL ** 1A_ gdk_window
gniome-session(15015] WARNING: Unable to determin|—|

-

P R—T— 3

Twing to register at Wl .. LClose

With Paste & Copy the output can be copied to a text file and send to a supervisor / support.

Error during start of an application in Workspace

It may happen, that the Tarantella Client Component (TCC) disappears or has no connection to the VISULOX PORTAL, the following error is displayed in the Workspace:
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Workspace |

Error Detail

Launch failed.

Application:
_..I_ensio=applications/iou=Fernwartungfou=Applikationen

Standardicn=Desktop Standard

Fault Code: Server. NoTCCResponse

Fault String: No response from the Secure Global Desktop
Client

Fault Detail:

» Clear

In this case refreshing the Workspace (F5) or logging out and logging in again will solve the problem.

VISULOX shell script tracing
VISULOX Shell scripts are running in the background. Errors can be found in the log.

For testing, the following lines in the header of the shell scripts activate tracing:

#!/bin/bash

# verify helpful lines

exec 99> <path to a log file>
BASH_XTRACEFD=99

set -x

Using Flash Player and checked out films

Flash is no longer supported.
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Citrix Receiver

Depending on the version of Citrix Receiver, the following error message can be shown:

@ Citrix Recenver — =

The X Request 24.0 caused
error: "5: BadAtom (invalid Atom parameter)”.

[ Cancel l| Quit |

The “Cancel”-button has to be used to close the window. The application starts as usual.

Also always take care, that the Citrix Receiver plugin is not blocked by the browser. Check plugin status via address bar icon in the browser:

] & NITPS IO -CIT A0 darone. Comy LITrirsianaard/siesaera

»
"Citrix Receiver for Linux" is enabled on https.//vide-

citrix.vodafone.com. Learn More...

| Block Plugin | [ Continue Allowing ]

e
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Copy & paste for Mac OS

Use the following configuration steps for X11 to activate the copy/paste function in command Connect / X11 windows for Mac OS + XQuartz:
« Open the X11 preferences and activate “Emulate three button mouse”
+ Enable all actions for Pasteboard / Clipboard

W11 Preferences %11 Praferer

Output  Pasteboard = Windows = Security Input | Output Windows  Security
. ¥ Enable syncing
Estulate thres button moise Erabiles the “copy”™ mena bem and allows for syncing befween the 05X
Haold Ogtien or Command while clicking 1o activane the middle of right Pasteboard and the X11 CLIFEOARD and PRIMARY Bufer,
Mo Dutibons.,

O Update Pasteboard when CLIPBOARD changes

Follow system keyboard layout Disalbde this option if you want to use xchipboard, klipper, or ary other

Al inpUL Meny changes 1o overweite the curent X11 keymas, X11 clipboard manager.
+ Emable key equivalents under X11 ¥ Update CLIPEOARD when Pasteboard changes
When enabled, menu bar ey equibsalents may inberfere with X1 1 Cl Update PRIMARY (middle-click) when Pasteboand changes

applications that use the Mets modifier
+ Update Pasteboard immediately when new text is selected

Option keys send Alt_L and Alt_R Dust 1 Benitations in the X11 pretscel, this option may sot sheys
‘When enabled, the option keys send Ali_L and AlR_E X11 key symbols WO 1 SO0TE AP RCATIONS.
instead of Miade_switch,

Paste = ALT +click
Copy = Select the text to copy it to the clipboard

Copy & paste in HTML5 sessions / application toolbar

When you are displaying an application, a toolbar on the left side of the application tab is shown. The toolbar has icons that can be used for some operations, such as copy and
paste.
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Icon Description

E Copies the selected text to the clipboard.
E Pastes the selected text from the clipboard.

E Displays menu options for sending keyboard shortcuts to the application window.

Copying and pasting between applications

Copy and paste text to and from the client, and between applications. When the HTML5 Workspace is used, it is not allowed to access the local device's clipboard directly.
This means for copy and paste on the HTML5 Workspace there are extra stages necessary, compared to the standard Workspace.

The following changes apply for copy and paste:

« Data must be placed on to the HTML5 Workspace clipboard first, before it can be pasted to a remote application or to the client device.
The copy icon in the side toolbar can be used to retrieve the data that should be copied from an application and place it on the Workspace clipboard.
« The paste icon can be used to copy text to the client device's clipboard.

The following procedures describe how to copy and paste text for applications:
Copying from an application to a client device

1. Select and copy the text in the application.
Use the normal method for the application you are copying from. For example, use a menu option in the application.
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2. Retrieve the text from the application.

Click the Copy icon in the application toolbar.

Click Confirm to allow the application to copy text to the client device clipboard.
3. Paste the copied text into an application on the client device.

Use the normal method for the application you are pasting to. For example, use a menu option in the application.
Pasting to an application from a client device

1. Select and copy the text from the application on the client device. Use the normal method for the application you are copying from.
For example, use a menu option in the application.

2. Retrieve the text from the client device clipboard.
Click the Paste icon in the application toolbar.
The Paste dialog is shown:

Paste

Please paste the text you want to send into the area below.

cat /etc/oracle-release

3. Paste the copied text into the text box on the paste dialog.
Do either of the following:
» Right-click and select paste.
« Use the Ctrl-V keyboard shortcut.
This will automatically close the paste dialog.
4, Paste the copied text into the pplication.
Use the normal method for the application you are pasting to. For example, use a menu option in the application.

Copying between applications
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1. Select and copy the text in the first application. Use the normal method for the application you are copying from.
For example, use a menu option in the application.
2. Retrieve the text from the application.
Click the Copy icon in the application toolbar.
3. Switch to the second application.
The copied text is sent automatically to the second application.
4. Paste the copied text into the second application.
Use the normal method for the application you are pasting to. For example, use a menu option in the application.

Sending local keyboard shortcuts to the remote application
The Windows key and keyboard shortcuts for managing windows can be sent to the remote session.

1. Click the keyboard icon in the application toolbar.
Options are shown for inserting one of the following remote keyboard shortcuts:
« Ctrl-Alt-Del
« Windows key
2. Click the required remote keyboard shortcut.
The key presses are sent to the remote application window.

22.1.6 Glossary

Expression Description

3PA Third Party Authentication / 3rd Party Authentication

Access Branding With Access Branding it is possible to display different login page designs for different users according to their access point.
Access Management Enhanced VISULOX Concept for administrating the access of users
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AD

AIP

Ambiguous login

Annotation

API

Application server

Application session

Args

Assist [ Assistance

Assisting cooperation

Chapter

CLI

VISULOX4_AdminGuide

Active Directory

Adaptive Internet Protocol: Client communication protocol from the VISULOX PORTAL Service

The situation where an authentication mechanism has found more than one match for a user and cannot distinguish between them
without further information from the user

A short text, that can be entered before a recorded session is confirmed, during a recorded session or in VISULOX Cockpit / Archive for
closed sessions

Application Programming Interface

A server which provides applications, that can be accessed via the VISULOX PORTAL

See: emulator session

The arguments an application is started with

See: Assisting Cooperation

Within the VISULOX Cockpit, the user can select an application and press assist to join the application. The owner of the application
selects the cooperation mode

A chapter equals 20 minutes film of a recorded session

Command Line Interface
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CMD

Cooperation

Cooperation master

Cooperation member

Cooperation modes

CcpP

Datastore

DMz

Dsl

Dual Control

ELU

VISULOX4_AdminGuide

The command / path an application is started with

When two or more users are watching or working with the same application in realtime on their own desktop

The user, who has started the application (owner) will be the master of this application in a Cooperation

A user, who is not owner of an application and who is not able to switch the cooperation modes

On hold: Member is assigned to a Cooperation, but does not participate
Observe: Member is able to watch the Cooperation application, but can not interact

Interact: Member can interact with the application

Short form for Cooperation

Internal VISULOX PORTAL Service database, where all defined objects (users, hosts, applications) are stored. A VISULOX PORTAL Array
replicates the datastore between all members simultaneously

Demilitarized zone (Perimeter zone)

Directory Service Integration

Cooperation enforcing a real four-eye-principle

Extended License Usage - When ELU has expired, its not possible to start more recorders or display more users than allowed under
MD / Status, max users / recorders
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Emulator session

Expect script

External DNS name

File Exchange

File Transfer Client

Film

Forced authentication

FQDN

Group Access

Host object

Host Connect

IAR

VISULOX4_AdminGuide

The running session, when an application is started with the Workspace on an application server

VISULOX PORTAL connection script started during the launch of an application

The name by which an VISULOX PORTAL Server is known to a client device. A VISULOX PORTAL Server can have multiple external DNS
names.

File Transfer web access for transferring files between a client and the Transit Zone for users without access to the VISULOX PORTAL

VISULOX Component for transferring files securely from Transit Zone to application servers and back

Summary of the recorded chapters

When VISULOX PORTAL prompts for a user name or password, by displaying an authentication dialog box
For example, if a user holds down the Shift key when clicking on an application's link on the Workspace

Fully Qualified Domain Name - The full name of a system, containing its hostname and its domain name.
For example: portal.visulox.com, where portal is the hostname of a server, and visulox.com is the domain name

Group Access is used to define an Access Policy for a specific list of users. This is needed when users are working together in a project
and the project is represented by a group object in the repository

Host objects can be assigned to File Transit, Command Guard and Command Connect groups.

See: VISULOX Command Connect / VISULOX Command Guard

Intelligent Array Routing
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ICA Independent Computing Architecture: Client communication protocol from Citrix

Integrity-Check Tool to check the VISULOX components and services

Internal / external message The VISULOX Service supplies an external message for the login page and an internal message for the user's Workspace

Kiosk mode VISULOX PORTAL display mode, where an application is displayed in full-screen

LDAP Lightweight Directory Access Protocol

LDAPS Lightweight Directory Access Protocol over SSL. Used for secure connections to an LDAP directory.

LID Short form for License ID - Contains the date, the license started

Management Console See: VISULOX Cockpit

MFA Multi Factor Authentication

Native Client AVISULOX PORTAL component that can be installed on client devices. The client maintains communication with the VISULOX PORTAL

Server and is required to run applications
The Native Client is provided by Oracle.

NEP Short form for Network Entry Point

Network Entry Point See: RIP
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NFS Network File System

Notifications Implemented notification system for access, Workspace / File Transfer and emulator sessions in the VISULOX Services
Object A self-contained entity, defined by a number of attributes and values. VISULOX PORTAL Objects have different types, such as an X
application.

The available attributes for each type are defined by a schema

One Time Passcode The One Time Passcode is used for authentication and will become invalid after usage. A provided OTP is based on a secret key and
the time via a smartphone APP

Organization object AVISULOX PORTAL Object used to represent the top level of an organizational hierarchy.
Organization objects can contain OU= or user profile objects. Organization objects have an 0= naming attribute.

Organizational hierarchy The collection of objects in the VISULOX PORTAL Datastore, descending from one or more organization or domain component objects.
Represents the collection of people, application servers, and applications within an organization.

Organizational unit object AVISULOX PORTAL Object used to distinguish different departments, sites, or teams in an organizational hierarchy. Organizational
unit (OU) objects can be contained in an organization or domain component object. Organizational unit objects have an OU=naming
attribute

oTP Short form for One Time Passcode

Peer DNS name The name by which an VISULOX PORTAL Server is known to other VISULOX PORTAL Servers in the same array

Primary server The VISULOX PORTAL Server that acts as the authoritative source for global information, and maintains the definitive copy of the

VISULOX PORTAL Datastore
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RDP

Remote IP

Report

Resume

RIP

RVA

S&M

Secondary server

Session

SIEM

SOX

SSL certificate
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Remote Desktop Protocol: Client communication protocol from Microsoft
Remote IP address, the information, from where a client request is coming

The VISULOX Service is collecting data about workspacesessions, emulatorsessions, recordings and cooperations. The information
can be clearly arranged in reports. In VISULOX Cockpit a variety of possible reports can be created on several pages

To redisplay an application session that has been suspended. See also: suspend

Short form for Remote IP address

Remote Vendor Access

Short form for Support and Maintenance

An array member that is not the primary server. The primary server replicates information to secondary servers.
The VISULOX PORTAL generates a session for any X11 or RDP application, which has an unique session 1D
Security Information and Event Management

Short form for Sarbanes-Oxley Act

Adigital passport that establishes credentials on the web. In VISULOX PORTAL Service, allows client devices to trust the identity of a
VISULOX PORTAL Server
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Suspend

TAP

TCC

TCL

Temporary Access PIN

TFN

Transit Zone

VAP

Virtual Access Point

VISULOX Access Node

VISULOX Base

VISULOX Cluster

VISULOX Cockpit
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To pause an application session. A suspended application is not closed, it can be resumed. See also: resume

Short form for Temporary Access PIN, part of the Multi Factor Authentication (MFA)

Short form for Tarantella Client Component: Component for login into the VISULOX PORTAL via Native Client

Programming Language. Most of the VISULOX products are based on TCL

VISULOX method for the Multi Factor Authentication (MFA)

Tarantella Full Naming, X.500 format to address a VISULOX PORTAL object

Zone, where files are transferred from/to application servers/clients

Short form for Virtual Access Point

VISULOX method to get an independent URL of the VISULOX Access Nodes for reliability and Workspace balancing

Node running the VISULOX PORTAL Service and the VISULOX Service

Single VISULOX Node

Two or more VISULOX Nodes, that are joined together because of scalability, redundancy and load balancing

Central VISULOX application to control sessions, access, recording, cooperations and to generate reports
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VISULOX Command Connect

VISULOX Command Guard

VISULOX Common Access
Platform

VISULOX Data

VISULOX Filestore

VISULOX GATEWAY

VISULOX Host Connect

VISULOX Hotfix

VISULOX keystroke recording
with analyzing engine

VISULOX4_AdminGuide

VISULOX component, which provides the possibility to connect to multiple hosts and to open an X-Client on these hosts. The
connection method can be SSH, RDP or telnet.
Former: Host Connect

VISULOX component, which provides the possibility to connect to multiple hosts and to open an X-Client on these hosts
Command Guard has command level controls for the application. It allows and denies the usage of certain commands by the user

Additionally server side scripts can be issued either to multiple endpoints or to a single one

The whole environment, that is built with the VISULOX GATEWAY, VISULOX Portal Service, VISULOX Service and databases

VISULOX Database and VISULOX Filestore

File system which stores the films. 5 MByte per user and per hour. Recommended for VISULOX is a local disk with 150-250 GB, for
VISULOX Archive Node depending on the lifetime of films, up to x TB on a NAS/SAN storage

The VISULOX GATEWAY is a proxy server designed to be deployed in front of a VISULOX PORTAL Array in a demilitarized zone (DMZ).
This enables the VISULOX PORTAL Array to be located on the internal network of an organization. Additionally, all connections can be
authenticated in the DMZ before any connections are made to the VISULOX PORTAL servers in the array.

The VISULOX GATEWAY manages load balancing of HTTP connections for the VISULOX PORTAL Servers in the array.

See: VISULOX Command Connect

Tool to check the software status in the cluster, backup and apply hotfixes

In this recording mode all user keyboard interactions are registered and can be checked for unwanted entries (analyzing engine)
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VISULOX Node

VISULOX PAM

VISULOX PORTAL Array

VISULOX PORTAL Benchmark

VISULOX PORTAL Console

VISULOX PORTAL Web Server

VISULOX PORTAL Web Services

VISULOX Revision Server

VISULOX Service Group

VISULOX Short Support Report

VISULOX Support Report
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Node running the VISULOX Service to control sessions, films and recorders

VISULOX Privileged Access Management

Two or more VISULOX Access Nodes, that are joined together because of scalability, redundancy and load balancing

Tool to create a defined number of demo-users, who log into the VISULOX PORTAL and start recorded applications automatically. All
settings can be configured easily within a GUI

Web-based management console for the VISULOX PORTAL Service (Former: Administration Console)

A pre-built web server installed and configured along with the VISULOX PORTAL Service, contains Apache, mod_ssl for HTTPS support,
and Tomcat for Java Servlet and JSP support

An API collection that allows developers to build their own applications to work with the VISULOX PORTAL Service. The APIs can be
used to authenticate users, launch applications, and interact with the VISULOX PORTAL Datastore

VISULOX Node which replicates the production database into Revision Server database and transfers the films from the production
filestore into the Revision Server filestore (also known as Archive Server)

See: VISULOX Cluster

A Short Support Report to send via eMail created with visulox support -info. The Short Support Report should be sent to the VISULOX
Support Team every time a new Support Request is opened

Package generated by the visulox support command, containing all information, necessary for support
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VISULOX Transit Area

VISULOX Transit Mapping

VISULOX Videolog Player

VISULOX Webservice User

VISULOX_Setup.xls

vixMode

VLX Password SelfService

Webtop

WM

Workspace

Workspace balancing

Workspace session
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File Transfer component embedded in the Workspace to transfer files between client and Transit Zone

To setup the VISULOX Transit Zone on Unix application servers, that are not a VISULOX Node, an RPM file is available for installation.

Player to view the recorded films inside the VISULOX Cockpit or checked out films in a browser

Each VISULOX Service needs this user in the datastore to read the webservices on the VISULOX Access Nodes. The VISULOX webservice
user has to be setup once in the datastore

Excel-sheet, which has to be filled out in the planning phase by the responsible project leader, together with the amitego consultant

VISULOX variable set in the VISULOX PORTAL Console

Active Directory (AD) and Oracle Unified Directory (OUD) users are able to change their password by themselves with this appliction
assigned.

In the current version, the Webtop is called the Workspace. A Workspace is the term used to describe a user's applications,
documents, and desktops. See: Workspace

Short form for Window Manager

The Workspace is displayed after logging into the VISULOX PORTAL. It is a special web page, that lists the applications that are
assigned to the user

VISULOX load balancing mechanism including a virtual access point

The running session, after a user has logged into the VISULOX PORTAL via browser or Native Client
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X11 forwarding The process of forwarding, or tunneling, the windows of a remotely started X application to a client desktop

X Window System A distributed window system for UNIX platform operating systems, based on the X11 protocol. Also called X11, or X Windows

X.509 certificate See: SSL certificate

VISULOX4_AdminGuide 12.12.2024 Page 142/1024



23 Appendix_Articles

23.1 VLX4 Articles

23.1.1 How to customize values in the database

o Overview
+ Configuration
« Related information

Overview

VISULOX has several standard files in fopt/visulox/setup/database for the messages, views,
applications etc.

The installation order is imported. The files can not be changed. If any special customizations are
needed,

new files can be put into that directory and the extension must be ".cust".
This allows to modify or add parameters after applying.

Modifications must be applied on any node with the command

/opt/visulox/setup/loadconfig.tcl -config <custfile>

The VISULOX update process loads these files automatically.
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Configuration

The format of such files is

presql {
—-— ANY SQL STATEMENT BEFORE DATA
1
<tablename> {
columns {<list of columns>}
rows {
{<1list of values>}
1
1
postsql {
—-— ANY SQL STATMENT AFTER DATA
1

Example to modify a text in the text catalog

textcatalog {
columns {lang var dicon shorttext description}
rows {
{en {WrongOtp} {sign_warning} {OTP not valid!} {The OTP entered is not correct}}
{de {WrongOtp} {sign_warning} {OTP nicht giltig!} {Der eingegebene OTP ist falsch}}

}
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Example to change the error message, if a script fails

{
textcatalog {
columns {lang var dicon shorttext description}
rows {
{de {loginscripterror} {} {Wenden Sie sich bitte an Ihren Administrator} {}}
{en {loginscripterror} {} {Call Administrator} {3}}

}
}

I After change, a total service reboot is needed /1 .

° Before such a modification is applied we recommend:
+ to ask support@visulox.com for assistance
« to make a backup of the database
+ no changings are done, when the environment is online

Related information

How to configure alternate mappings for datasources

VISULOX4_AdminGuide 12.12.2024 Page 145/1024


mailto:support@visulox.com

23.1.2 How to configure alternate mappings for datasources

» Overview
Overview * Usage S _

+ How to provide a list of eMails from AD to the VISULOX 2FA
VISULOX reads from datasources and uses a mapping to map the datasource fields to interface

internal names.

VISULOX has a mapping for standard Active Directory (MSAD) and LDAP Servers (LDAP).

» Related information

Depending of the data, which has to be imported a different mapping could be necessary.
This article explains how to create such a mapping file.

Usage
The default mapping fileis $VLXDIR/setup/database/mapping.data and should not be changed. This file will be overwritten by update.

For a new mapping create afilein $VLXDIR/setup/database withthe extension .cust and make necessary changing. This file will not not be overwritten by update.

A new mapping must have a new mapping source. The mapping source in this example is MYMAP.

The mapping has to be added then with:

visulox datasource add ... -mapping MYMAP

See also: How to work with VISULOX Datasources
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SVLXDIR/setup/database/mymap.cust: Example for a new mapping named "MYMAP"

varmapping {

columns {source external internal convert}

rows {

{# Customized mapping}

{{MYMAP.
{{MYMAP.
{{MYMAP.
{{MYMAP.
{{MYMAP.
{{MYMAP.
{{MYMAP.
{{MYMAP.
{{MYMAP.
{{MYMAP.
{{MYMAP.
{{MYMAP.
{{MYMAP.
{{MYMAP.

{{MYMAP.
{{MYMAP.
{{MYMAP.
{{MYMAP.
{{MYMAP.

}

USER} {typel}

USER} {source}

USER} {object}

USER} {object}

USER} {cn}

USER} {givenName}
USER} {email}

USER} {unixusername}
USER} {textmessage}
USER} {uniqueMember}
USER} {manager}
USER} {uidNumber}
USER} {gidNumber}
USER} {unixHomeDirectory}

GROUP} {type}

GROUP} {source}
GROUP} {object}
GROUP} {object}
GROUP} {member}

{vixobjecttype}
{vlxobjectsource}
{vlxobjectname}
{vlxowner}
{vilxfullname}
{vlxsurname}
{vlxemail}
{vixloginuser}
{vlxsms}
{vixgrouplist}
{vlxmanager}
{vlxuid}
{vixgid}
{vlxhome}

{vixobjecttype}
{vlxobjectsource}
{vlxobjectname}
{vixgroup}
{vilxuserlist}

{1}
{1}
{1}
{1}
{listvar}}
{1}
{1}
{1}
{1}
{1}
{1}
{1}
{1}
{1}

{1}
{1}
{1}
{1}
{1}

Copy the new mapping on each node, load the new mapping with ./loadconfig.tcl and restart VISULOX.
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© This new mapping must be applied on all VISULOX nodes.

How to provide a list of eMails from AD to the VISULOX 2FA interface
The default configuration of VISULOX maps the LDAP attribute "email" as a single value to vixemail.

Available LDAP attributes can be checked with:

./ldap.tcl -name <source> -print

If another attribute holds the eMail address to send the PIN, it can be configured with an alternate attribute mapping.

If the eMail field contains more than one eMail address, the possible delimiter has to be configured in the regexp.email field.
Related information
How to work with VISULOX Datasources

Active Directory Attributes
Creating VISULOX user groups based on an AD/LDAP attribute

23.1.3 How to send VISULOX Events to external services
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« Overview
Overview » Usage .
Event information
Configuration
Related information

VISULOX Events are generated in several parts of the software. All events are stored in the database.

Every event is also seen in the event script and can be delivered to external systems.

The scriptis placed in SVLXDIR/tools/event.sh. The results are ignored. The file permissions must be
vix/vixgroup/0550.

This can be used for external systems like Syslog or SIEM integration (SIEM: Security Information and
Event Management).

External systems
provisioning

AP| webinterface
APl command line
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Service Application

AP| flexible shell interface

External systems
analyse / event
SYSLOG / SIEM

Usage

The use case on this is the syslog integration. Sending information to a syslog server.
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Send all events to syslog

#!/bin/bash

subject="$VLXEVENT $VLXOWNER S$VLXAPPLICATION SVLXAPPLICATIONHOST $VLXEVENTINFO"
tag="VISULOX"

logger -t $tag -p user.err "S$subject"

Event information

The event information is seen in the script as shell environment information. Depending of the event type different information is provided.

Configuration
The script $VLXDIR/tools/event.sh has to be adjusted.
This script is not replicated to other VISULOX Nodes.

Only those events are seen in that script which are generated on that node.

Related information

How to pass multiple login failures to external
Overview of VISULOX Events

Variables in notifications

Interface for current usage - stats.sh

Monitoring VISULOX
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How to pass multiple login failures to external

« Overview
Overview + Configuration
If a user tries to login with a wrong password, this is documented as loginFailure and * Related information
loginRejected.

If this happens several times, it will be also documented as multipleLoginFailures.

Configuration

The login detection interval and the script can be configured:

visulox config -name login.failed

| | login.failed.rate | 5:20:50 |
| | login.failed.script | failedLoginScript |

In this example failedLoginScript is triggered, if login fails five times in a minute, 20 times in an hour or 50 times a day. This is the default setting.

Example action script, that triggers on "multipleLoginFailuers" and sends the event:

failedLoginScript

#!/bin/bash
VLXRECIPIENT=${VLXRECIPIENT:- root}
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SVLXUTIL/mailclient.tcl -file stdin -subject "[TOKEN] FailedLogin $VLXLOGINUSER" -to $VLXRECIPIENT << EOF

Failures by $VLXLOGINUSER: $VLXEVENTINFO

EOF

# If the script should be treated as successful in VISULOX, the exit code must be 0

true
exit $?

Related information

Overview of VISULOX events

How to send VISULOX Events to external services

Overview of VISULOX Events

VISULOX PORTAL Service Events

Type Event
Server Server started
Server Server stopped

VISULOX4_AdminGuide

Description

Server has been started / details

Server was stopped / details

12.12.2024

Event variable

serverStart

serverStop

Available information

VLXKEYWORD=sgdaudit
VLXEVENTINFO=The server has started.
VLXEVENT=serverStart
VLXEVENTTIMEMS=1410873066664

VLXKEYWORD=sgdaudit
VLXEVENTINFO=The server has received a
signal to stop. Reason:
VLXEVENT=serverStop
VLXEVENTTIMEMS=1410958910574
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Type

Server

Server

Login

Login

Login

VISULOX4_AdminGuide

Event

SSL started

SSL stopped

Login rejected

Login ambigious

Anonymous login not
supported

Description

VISULOX PORTAL Security SSL
has been started

VISULOX PORTAL Security SSL
has been stopped

VISULOX PORTAL login was
rejected for the user / details

Login information ambiguous,
common name needed

Login failed, Anonymous login
not supported

12.12.2024

Event variable

securitySSLStart

securitySSLStop

loginResultRejected

loginResultAmbiguous

loginResultAnonymous

Available information

VLXKEYWORD=sgdaudit
VLXEVENTINFO=Starting SSL security.
VLXEVENT=securitySSLStart
VLXEVENTTIMEMS=1410958962561

VLXKEYWORD=sgdaudit
VLXEVENTINFO=Stopping SSL security.
VLXEVENT=securitySSLStop
VLXEVENTTIMEMS=1410958962591

VLXKEYWORD=sgdaudit
VLXEVENTINFO=Login attempt for root.
VLXOWNER=root
VLXEVENT=loginResultRejected
VLXEVENTTIMEMS=1410873847134

VLXKEYWORD=sgdaudit
VLXEVENTINFO=Login attempt for root.
VLXOWNER=root
VLXEVENT=loginResultAmbiguous
VLXEVENTTIMEMS=1411459362599

VLXKEYWORD=sgdaudit

VLXEVENTINFO=Login attempt for .
VLXEVENT=loginResultAnonymous
VLXEVENTTIMEMS=1412674627823
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Type Event Description Event variable Available information

Login Unresolveable user Login failed, unresolvable user loginResultUnresolveable VLXKEYWORD=sgdaudit
VLXEVENTINFO=Login attempt for <User>.
VLXOWNER=<User>
VLXEVENT=loginResultUnresolveable
VLXEVENTTIMEMS=1411458638608

Workspace Workspace opened Workspace session has been webtopSessionStartedDetai  VLXEVENTHOST=<Host>
started / details ls VLXCLIENTIP=</P>

VLXKEYWORD=sgdaudit
VLXEVENTINFO=Started webtop session for
user .../_ens/o=Tarantella System Objects/
cn=<User>.
VLXOWNER=0=Tarantella System Objects/
cn=<User>
VLXEVENT=webtopSessionStartedDetails
VLXEVENTTIMEMS=1410949200749

Workspace Workspace closed Workspace session has been webtopSessionEndedDetail =~ VLXEVENTHOST=<Host>
stopped / details S VLXCLIENTIP=</P>

VLXKEYWORD=sgdauditVLXEVENTINFO=End
ed webtop session for user .../_ens/
o=Tarantella System Objects/cn=<User>.
VLXOWNER=0=Tarantella System Objects/
cn=<User>
VLXEVENT=webtopSessionEndedDetails
VLXEVENTTIMEMS=1410873810203
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Type

Application

Application

VISULOX4_AdminGuide

Event

Application session started

Application session stopped

Description

Application session has been
started / details

Application session was
stopped / details

12.12.2024

Event variable

sessionStartedDetails

sessionEndedDetails

Available information

VLXEVENTHOST=<Host>
VLXAPPLICATION=0=applications/
ou=VISULOX Examples/cn=VLX Management
(all)
VLXAPPLICATIONHOST=.../_dns/<Host>
VLXCLIENTIP=<IP>
VLXKEYWORD=sgdaudit
VLXEVENTINFO=Started emulator session
for.../_ens/o=Tarantella System Objects/
cn=<User>.

VLXOWNER=0=Tarantella System Objects/
cn=<User>
VLXEVENT=sessionStartedDetails
VLXEVENTTIMEMS=1411021021152

VLXEVENTHOST=<Host>
VLXAPPLICATION=0=applications/
ou=VISULOX Examples/cn=VLX Management
(all)

VLXAPPLICATIONHOST=.../_dns/<Host>
VLXCLIENTIP=</P>

VLXKEYWORD=sgdaudit
VLXEVENTINFO=Ended emulator session for
user .../_ens/o=Tarantella System Objects/
cn=<User>.

VLXOWNER=0=Tarantella System Objects/
cn=<User>

VLXEVENT=sessionEndedDetails
VLXEVENTTIMEMS=1410873923906
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Type Event Description Event variable Available information

VISULOX PORTAL Object ~ Object modified VISULOX PORTAL object has modifySuccess VLXOBJECT=0=Tarantella System Objects/
been changed cn=Global Administrators

VLXKEYWORD=sgdaudit
VLXEVENTINFO=A user authenticated by
com.sco.jndi.auth.PermissiveAuthAgent@b2
bde5
VLXOWNER=A user authenticated by
com.sco.jndi.auth.PermissiveAuthAgent@b2
bde5
VLXEVENT=modifySuccess
VLXEVENTTIMEMS=1410958605810

VISULOX PORTAL Object ~ Object created A new VISULOX PORTAL object createSuccess VLXOBJECT=0=VISULOX Examples
was created VLXKEYWORD=sgdaudit

VLXEVENTINFO=A user authenticated by
com.sco.jndi.auth.PermissiveAuthAgent@b2
bde5
VLXOWNER=A user authenticated by
com.sco.jndi.auth.PermissiveAuthAgent@b2
bde5
VLXEVENT=createSuccess
VLXEVENTTIMEMS=1410937362976

VISULOX4_AdminGuide 12.12.2024 Page 157/1024



Type Event Description Event variable Available information

VISULOX PORTAL Object ~ Object create failed Creating an VISULOX PORTAL createFailure VLXOBJECT=0=Tarantella System Objects/
object failed ou=VISULOX

VLXKEYWORD=sgdaudit
VLXEVENTINFO=A user authenticated by
com.sco.jndi.auth.PermissiveAuthAgent@b2
bde5 failed to create an object in diskens:
o=Tarantella System Objects/ou=VISULOX
VLXOWNER=A user authenticated by
com.sco.jndi.auth.PermissiveAuthAgent@b2
bde5
VLXEVENT=createFailure
VLXEVENTTIMEMS=1410937323669

VISULOX PORTAL Object ~ Rename successful VISULOX PORTAL object renameSuccess VLXOBJECT=0=TBS Sample Organization/
renamed successfully ou=SuviAdmin/cn=<User>&o=TBS Sample

Organization/ou=SuviAdmin/cn=<User>
VLXKEYWORD=sgdaudit
VLXEVENTINFO=.../_ens/o=Tarantella
System Objects/cn=<User>
VLXOWNER=0=Tarantella System Objects/
cn=<User>
VLXEVENT=renameSuccess
VLXEVENTTIMEMS=1411459092333
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Type Event

VISULOX PORTAL Object ~ Object deleted

VISULOX Service Events

Type Event
Login Multiple login failures
detected

VISULOX4_AdminGuide

Description

An VISULOX PORTAL object was
deleted

Description

Default warning setting for failed
login attempts: 5 per minute, 20 per
hour and 50 per day

12.12.2024

Event variable

deleteSuccess

Event variable

multipleloginfailures

Available information

VLXOBJECT=0=appservers/ou=VISULOX
Examples

VLXKEYWORD=sgdaudit

VLXEVENTINFO=A user authenticated by
com.sco.jndi.auth.PermissiveAuthAgent@b2
bde5

VLXOWNER=A user authenticated by
com.sco.jndi.auth.PermissiveAuthAgent@b2
bde5

VLXEVENT=deleteSuccess
VLXEVENTTIMEMS=1410937358862

Available information

VLXKEYWORD=sgdaudit
VLXEVENTINFO=multiple login failures:
{1413294071918 1413294077974
1413294082566 1413294087774
1413294093867 1413294099964} {5 {1
minute}}

VLXOWNER=root
VLXEVENT=multipleLoginFailures
VLXEVENTTIMEMS=1413294099992
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Type Event Description Event variable Available information

Login Access PIN accepted Login with Access PIN accepted 2faPinAccepted VLXAPPLICATION=WORKSPACE
VLXOBJECT=login_policy.POL-LOGIN
VLXKEYWORD-=login
VLXEVENTINFO=policymode :
<allowloginwithverbaltoken.map>
VLXREMOTEIP=unknown
VLXOWNER=0=TBS Sample
Organization/ou=User/cn=<User>
VLXEVENT=2faPinAccepted
VLXEVENTTIMEMS=1411716395671
VLXSESSIONID=<Host>:1411716395653

Login Access PIN requested Access PIN for login requested 2faPinRequested VLXAPPLICATION=WORKSPACE
VLXOBJECT=login_policy.POL-LOGIN
VLXKEYWORD-=login
VLXEVENTINFO=policymode :
<allowloginwithverbaltoken.map>
VLXREMOTEIP=unknown
VLXOWNER=0=TBS Sample
Organization/ou=User/cn=<User>
VLXEVENT=2faPinRequested
VLXEVENTTIMEMS=1411716227907
VLXSESSIONID=<Host>:1411716227890
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Type Event Description Event variable Available information

Login Access PIN rejected Access PIN was rejected 2faPinRejected VLXAPPLICATION=WORKSPACE
VLXOBJECT=login_policy.POL-LOGIN
VLXKEYWORD-=login
VLXEVENTINFO=policymode :
<allowloginwithverbaltoken.map>
VLXREMOTEIP=unknown
VLXOWNER=0=TBS Sample
Organization/ou=User/cn=<User>
VLXEVENT=2faPinRejected
VLXEVENTTIMEMS=1411716286853
VLXSESSIONID=<Host>:1411716286832

Login OTP requested One Time Passcode for login otpRequested VLXAPPLICATION=WORKSPACE
requested VLXOBJECT=login_policy.POL-LOGIN

VLXKEYWORD-=login
VLXEVENTINFO=policymode :
<allowloginwithotp.map>
VLXREMOTEIP=unknown
VLXOWNER=0=TBS Sample
Organization/ou=User/cn=<User>
VLXEVENT=otpRequested
VLXEVENTTIMEMS=1411716228107
VLXSESSIONID=<Host>:1411716287890
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Type Event Description

Login Logged out by supervisor Application session ended by
(Webtop) supervisor via Cockpit
Application Application started Application session has been
started with session controller
VISULOX4_AdminGuide 12.12.2024

Event variable

webtopSessionEndedByAdmin

sessionControllerStarted

Available information

VLXAPPLICATION=WORKSPACE
VLXOBJECT=<Host>:1410958815363
VLXKEYWORD=webtop
VLXOWNER=0=Tarantella System
Objects/cn=<User>
VLXEVENT=webtopSessionEndedByAdm
in

VLXEVENTTIMEMS=1410961658581
VLXSESSIONID=<Host>:1410958815363

VLXAPPLICATION=0=applications/
ou=VLX-OFFICE/cn=0OFFICE-WTS
VLXAPPLICATIONHOST=<ApplicationHost
>

VLXOBJECT=<Host>:1410959578219
VLXKEYWORD=application
VLXREMOTEIP=unknown
VLXOWNER=0=Tarantella System
Objects/cn=<User>
VLXEVENT=sessionControllerStarted
VLXEVENTTIMEMS=1410959585444
VLXSESSIONID=<Host>:1410959578219
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Type

Application

Application

VISULOX4_AdminGuide

Event

Application ended

Session locked

Description

Application session ended

Application session locked

12.12.2024

Event variable

sessionControllerEnded

lock

Available information

VLXAPPLICATION=0=applications/
ou=VLX-OFFICE/cn=0OFFICE-WTS
VLXAPPLICATIONHOST=<ApplicationHost
>

VLXOBJECT=<Host>:1410959578219
VLXKEYWORD=application
VLXTICKETID=SETUP
VLXREMOTEIP=unknown
VLXOWNER=0=Tarantella System
Objects/cn=<User>
VLXEVENT=sessionControllerEnded
VLXEVENTTIMEMS=1410960655168
VLXSESSIONID=<Host>:1410959578219

VLXAPPLICATION=0=applications/
cn=xterm (portalsgdv3)
VLXAPPLICATIONHOST=<ApplicationHost
>

VLXOBJECT=<Host>:1411374290302
VLXKEYWORD=application
VLXEVENTINFO=Application locked by
<POL-ACC:24x7>
VLXREMOTEIP=unknown
VLXEVENT=lock
VLXEVENTTIMEMS=1411374646039
VLXSESSIONID=<Host>:1411374290302
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Type Event Description Event variable Available information

Application Session unlocked Application session unlocked unlock VLXAPPLICATION=0=applications/
cn=xterm (portalsgdv3)
VLXAPPLICATIONHOST=<ApplicationHost
>
VLXOBJECT=<Host>:1411374290302
VLXKEYWORD=application
VLXEVENTINFO=Application unlocked by
<POL-ACC:24x7>
VLXREMOTEIP=unknown
VLXEVENT=unlock
VLXEVENTTIMEMS=1411375275254
VLXSESSIONID=<Host>:1411374290302

Application Ended by supervisor Application session ended by sessionEndedByAdmin VLXAPPLICATION=0=applications/
supervisor via Cockpit ou=VLX-OFFICE/cn=OFFICE-WTS

VLXAPPLICATIONHOST=<ApplicationHost
>
VLXOBJECT=<Host>:1410959578219
VLXKEYWORD=application
VLXEVENTINFO=grzuirt
VLXTICKETID=SETUP
VLXREMOTEIP=unknown
VLXOWNER=0=Tarantella System
Objects/cn=<User>
VLXEVENT=sessionEndedByAdmin
VLXEVENTTIMEMS=1410960649806
VLXSESSIONID=<Host>:1410959578219
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Type

Application

Application

VISULOX4_AdminGuide

Event

Message sent

Accepted by user

Description

Message from supervisor is sent
via Cockpit to the user

Message, recording, etc.
acknowledged by the user

12.12.2024

Event variable

message

accept

Available information

VLXAPPLICATION=0=applications/
ou=VLX-OFFICE/cn=0OFFICE-WTS
VLXAPPLICATIONHOST=<ApplicationHost
>

VLXOBJECT=<Host>:1410959578219
VLXKEYWORD=application
VLXEVENTINFO=Message text - test
VLXTICKETID=SETUP
VLXREMOTEIP=unknown
VLXOWNER=0=Tarantella System
Objects/cn=<User>
VLXEVENT=message
VLXEVENTTIMEMS=1410960603925
VLXSESSIONID=<Host>:1410959578219

VLXAPPLICATION=0=applications/
ou=VLX-OFFICE/cn=0OFFICE-WTS
VLXAPPLICATIONHOST=<ApplicationHost
>

VLXOBJECT=<Host>:1410959578219
VLXKEYWORD=application
VLXTICKETID=SETUP
VLXREMOTEIP=unknown
VLXOWNER=0=Tarantella System
Objects/cn=<User>

VLXEVENT=accept
VLXEVENTTIMEMS=1410960619532
VLXSESSIONID=<Host>:1410959578219
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Type Event Description Event variable Available information

Application Rejected Recording rejected by user reject VLXAPPLICATION=0=applications/
cn=xterm
VLXAPPLICATIONHOST=<ApplicationHost
>
VLXOBJECT=<Host>:1411040749860
VLXKEYWORD=application
VLXTICKETID=SETUP
VLXREMOTEIP=unknown
VLXOWNER=0=TBS Sample
Organization/ou=User/cn=<User>
VLXEVENT=reject
VLXEVENTTIMEMS=1411040772306
VLXSESSIONID=<Host>:1411040749860

Notification Notification sent A notification was sent based onthe  scriptsend VLXAPPLICATION=WORKSPACE
selected script VLXOBJECT=<Host>:1411733892002

VLXKEYWORD=script
VLXEVENTINFO=Scriptname: PINScript
Args: sendpin ReturnCode:0
VLXEMAIL=<eMail>
VLXREMOTEIP=unknown
VLXACCESSPOINT=<VAPHost>
VLXREMOTEIP=unknown
VLXOWNER=0=TBS Sample
Organization/ou=User/cn=<User>
VLXEVENT=scriptsend
VLXEVENTTIMEMS=1411733892169
VLXSESSIONID=<Host>:1411733892002
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Type Event Description Event variable Available information

Access Access will expire Warning, that access to applications VLXAPPLICATION=0=applications/
will expire soon cn=xterm

VLXAPPLICATIONHOST=<Host>
VLXCLIENTIP=</P>
VLXOBJECT=<Host>:1414482063061
VLXKEYWORD=application
VLXEVENTINFO=mc(warnbypolicy:POL-
ACC:24xT)en
VLXREMOTEIP=unknown
VLXPOLICY=POL-ACC:24x7|-
VLXEVENT=warn
VLXEVENTTIMEMS=1414482068469
VLXSESSIONID=<Host>:1414482063061

Access User request Access requested by the user accessRequestedByUser VLXAPPLICATION=0=applications/
cn=xterm
VLXAPPLICATIONHOST=<ApplicationHost
>
VLXOBJECT=<Host>:1411374290302
VLXKEYWORD=application
VLXEVENTINFO=Need access ...
VLXREMOTEIP=unknown
VLXOWNER=0=Tarantella System
Objects/cn=<User>
VLXEVENT=accessRequestedByUser
VLXEVENTTIMEMS=1411375073275
VLXSESSIONID=<Host>:1411374290302
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Type Event Description

Application Remark by user Session annotation created by the
user
Application Remark by supervisor Annotation created by the
supervisor in the Cockpit for the
session
VISULOX4_AdminGuide 12.12.2024

Event variable

annotationByUser

annotationBySupervisor

Available information

VLXAPPLICATION=0=applications/
cn=xterm
VLXAPPLICATIONHOST=<ApplicationHost
>

VLXOBJECT=<Host>:1411032143563
VLXKEYWORD=application
VLXEVENTINFO=annotation from user
VLXTICKETID=SETUP
VLXREMOTEIP=unknown
VLXOWNER=0=TBS Sample
Organization/ou=User/cn=<User>
VLXEVENT=annotationByUser
VLXEVENTTIMEMS=1411032920902
VLXSESSIONID=<Host>:1411032143563

VLXAPPLICATION=0=applications/
cn=xterm
VLXOBJECT=<Host>:1411032143563
VLXKEYWORD=application
VLXEVENTINFO=annotation by admin
VLXOWNER=0=Tarantella System
Objects/cn=<User>
VLXEVENT=annotationBySupervisor
VLXEVENTTIMEMS=1411033345120
VLXSESSIONID=<Host>:1411032143563
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Type Event Description Event variable Available information

Cooperation Assistance request Request for a cooperation assistrequested VLXAPPLICATION=0=applications/
cn=xterm
VLXAPPLICATIONHOST=<ApplicationHost
>
VLXOBJECT=<Host>:1411032143563
VLXKEYWORD=application
VLXTICKETID=SETUP
VLXREMOTEIP=unknown
VLXOWNER=0=Tarantella System
Objects/cn=<User>
VLXEVENT=assistrequested
VLXEVENTTIMEMS=1411032254790
VLXSESSIONID=<Host>:1411032143563

Cooperation Assist observe Assist mode switched to observe assistobserve VLXAPPLICATION=0=applications/
cn=xterm
VLXAPPLICATIONHOST=<ApplicationHost
>
VLXOBJECT=<Host>:1411032143563
VLXKEYWORD=application
VLXTICKETID=SETUP
VLXREMOTEIP=unknown
VLXOWNER=0=Tarantella System
Objects/cn=<User>
VLXEVENT=assistobserve
VLXEVENTTIMEMS=1411032295006
VLXSESSIONID=<Host>:1411032143563
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Type Event Description Event variable Available information

Cooperation Assist interact Assist mode switched to interact assistinteract VLXAPPLICATION=0=applications/
ou=VLX-OFFICE/cn=0OFFICE-WTS
VLXAPPLICATIONHOST=<ApplicationHost
>
VLXOBJECT=<Host>:1410941092420
VLXKEYWORD=application
VLXTICKETID=SETUP
VLXREMOTEIP=unknown
VLXOWNER=0=Tarantella System
Objects/cn=<User>
VLXEVENT=assistinteract
VLXEVENTTIMEMS=1410941435289
VLXSESSIONID=<Host>:1410941092420

Cooperation Assist Standby Assist mode switched to standby assiststandby VLXAPPLICATION=0=applications/
cn=xterm
VLXAPPLICATIONHOST=<ApplicationHost
>
VLXOBJECT=<Host>:1411032143563
VLXKEYWORD=application
VLXTICKETID=SETUP
VLXREMOTEIP=unknown
VLXOWNER=0=Tarantella System
Objects/cn=<User>
VLXEVENT=assiststandby
VLXEVENTTIMEMS=1411032833036
VLXSESSIONID=<Host>:1411032143563
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Type Event Description Event variable Available information

Cooperation Dual Control Dual Control cooperation started dualcontrol VLXAPPLICATION=0=applications/
cn=xterm
VLXAPPLICATIONHOST=<ApplicationHost
>
VLXOBJECT=<Host>:1411377310603
VLXKEYWORD=application
VLXEVENTINFO=Dual Control observe
VLXREMOTEIP=unknown
VLXEVENT=dualcontrol
VLXEVENTTIMEMS=1411377323809
VLXSESSIONID=<Host>:1411377310603

Cooperation Assistance closed Cooperation closed assistclosed VLXAPPLICATION=0=applications/
ou=VLX-OFFICE/cn=0OFFICE-WTS
VLXAPPLICATIONHOST=<ApplicationHost
>
VLXOBJECT=<Host>:1410941092420
VLXKEYWORD=application
VLXTICKETID=SETUP
VLXREMOTEIP=unknown
VLXOWNER=0=Tarantella System
Objects/cn=<User>
VLXEVENT=assistclosed
VLXEVENTTIMEMS=1410941493392
VLXSESSIONID=<Host>:1410941092420
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Type Event Description Event variable Available information

Recording Manual recording Manual recording of the session sessionManuallyRecordingStart ~ VLXAPPLICATION=o0=applications/
started by the supervisor via Cockpit = ed ou=VLX-OFFICE/cn=0OFFICE-WTS

VLXAPPLICATIONHOST=<ApplicationHost
>
VLXOBJECT=<Host>:1411031490574
VLXKEYWORD=application
VLXEVENTINFO=Recording will be
started
VLXTICKETID=SETUP
VLXREMOTEIP=unknown
VLXOWNER=0=Tarantella System
Objects/cn=<User>
VLXEVENT=sessionManuallyRecordingSt
arted
VLXEVENTTIMEMS=1411031608223
VLXSESSIONID=<Host>:1411031490574
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Type

Recording

Recording

VISULOX4_AdminGuide

Event

Recording stopped

Recording started by Policy

Description

Manual recording stopped by the
supervisor via Cockpit

Predefined recording started by
Application Policy

12.12.2024

Event variable

sessionManuallyRecordingStop
ped

sessionRecordingStarted

Available information

VLXAPPLICATION=0=applications/
cn=xterm
VLXAPPLICATIONHOST=<ApplicationHost
>

VLXOBJECT=<Host>:1411032143563
VLXKEYWORD=application
VLXTICKETID=SETUP
VLXREMOTEIP=unknown
VLXOWNER=0=Tarantella System
Objects/cn=<User>
VLXEVENT=sessionManuallyRecordingSt
opped
VLXEVENTTIMEMS=1411033471825
VLXSESSIONID=<Host>:1411032143563

VLXAPPLICATION=0=applications/
cn=xterm
VLXAPPLICATIONHOST=<ApplicationHost
>

VLXOBJECT=<Host>:1411040749860
VLXKEYWORD=application
VLXREMOTEIP=unknown
VLXEVENT=sessionRecordingStarted
VLXEVENTTIMEMS=1411040764946
VLXSESSIONID=<Host>:1411040749860
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Type

Keyboard control

Keyboard control

VISULOX4_AdminGuide

Event

In use

Inputline

Description

Input changed to this user

The user entered a line of characters

12.12.2024

Event variable

inputFocusChanged

keyboardControlinputline

© Basedonrolesand
settings, this event can
be suppressed

Available information

VLXAPPLICATION=0=applications/
ou=VLX-OFFICE/cn=0OFFICE-WTS
VLXAPPLICATIONHOST=<ApplicationHost
>

VLXOBJECT=<Host>:1411031490574
VLXKEYWORD=application
VLXTICKETID=SETUP
VLXREMOTEIP=unknown
VLXOWNER=0=Tarantella System
Objects/cn=<User>
VLXEVENT=inputFocusChanged
VLXEVENTTIMEMS=1411031610245
VLXSESSIONID=<Host>:1411031490574

VLXAPPLICATION=0=applications/
cn=xterm
VLXAPPLICATIONHOST=<ApplicationHost
>

VLXOBJECT=<Host>:1411378872936
VLXKEYWORD=application
VLXEVENTINFO=line entered
VLXTICKETID=SETUP
VLXREMOTEIP=unknown
VLXOWNER=0=TBS Sample
Organization/ou=User/cn=<User>
VLXEVENT=keyboardControllnputline
VLXEVENTTIMEMS=1411378890000
VLXSESSIONID=<Host>:1411378872936
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Type Event Description Event variable Available information

Keyboard control Responsible Input changed to this user inputResponsibility VLXAPPLICATION=0=applications/
cn=xterm
VLXAPPLICATIONHOST=<ApplicationHost
>
VLXOBJECT=<Host>:1411378872936
VLXKEYWORD=application
VLXTICKETID=SETUP
VLXREMOTEIP=unknown
VLXOWNER=0=TBS Sample
Organization/ou=User/cn=<User>
VLXEVENT=inputResponsibility
VLXEVENTTIMEMS=1411378877939
VLXSESSIONID=<Host>:1411378875939

Keyboard control Idle Keyboard idle InputFocusldle VLXAPPLICATION=0=applications/
cn=xterm
VLXAPPLICATIONHOST=<ApplicationHost
>
VLXOBJECT=<Host>:1411378872936
VLXKEYWORD=application
VLXTICKETID=SETUP
VLXREMOTEIP=unknown
VLXOWNER=0=TBS Sample
Organization/ou=User/cn=<User>
VLXEVENT=InputFocusldle
VLXEVENTTIMEMS=1411378894000
VLXSESSIONID=<Host>:1411378872976
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Type Event Description Event variable Available information

Keyboard control Keyboard control started Keyboard input detection started keyboardControlStarted VLXAPPLICATION=0=applications/
cn=xterm
VLXAPPLICATIONHOST=<ApplicationHost
>
VLXOBJECT=<Host>:1411378633981
VLXKEYWORD=application
VLXREMOTEIP=unknown
VLXEVENT=keyboardControlStarted
VLXEVENTTIMEMS=1411378647356
VLXSESSIONID=<Host>:1411378633981

Keyboard control Keyword detected Keyword detected by keystroke keywordDetected VLXAPPLICATION=0=applications/
detection control cn=xterm

VLXAPPLICATIONHOST=<ApplicationHost
>
VLXOBJECT=<Host>:1411378633981
VLXKEYWORD=application
VLXEVENTINFO=Pattern: \yvisulox
\ybadword\y
VLXTICKETID=SETUP
VLXREMOTEIP=unknown
VLXOWNER=0=TBS Sample
Organization/ou=User/cn=<User>
VLXEVENT=keywordDetected
VLXEVENTTIMEMS=1411378782000
VLXSESSIONID=<Host>:1411378633981
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Type Event Description

Checkout Checkout Session checkout via Cockpit
Checkout Checkout with keystrokes Checkout of the session information
in a ZIP file with displayed
keystrokes
VISULOX4_AdminGuide 12.12.2024

Event variable

checkout

checkoutwithkeystrokes

Available information

VLXAPPLICATION=0=applications/
cn=xterm
VLXOBJECT=<Host>:1411374290302
VLXKEYWORD=application
VLXEVENTINFO=<URL>: Checkout
22.09.14

VLXOWNER=0=Tarantella System
Objects/cn=<User>
VLXEVENT=checkout
VLXEVENTTIMEMS=1411379292989
VLXSESSIONID=<Host>:1411374290302

VLXAPPLICATION=0=applications/
ou=VLX-OFFICE/cn=0OFFICE-WTS
VLXOBJECT=<Host>:1411130994028
VLXKEYWORD=application
VLXEVENTINFO=<URL>: checkout
VLXOWNER=0=Tarantella System
Objects/cn=<User>
VLXEVENT=checkoutwithkeystrokes
VLXEVENTTIMEMS=1411132574072
VLXSESSIONID=<Host>:1411130994028
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Type Event Description

Checkout Report in browser Report created via Cockpit and
displayed in browser

Checkout Report via eMail Report created via Cockpit and sent
via eMail

VISULOX4_AdminGuide 12.12.2024

Event variable

reportGeneratedByGuiBrowser

reportGeneratedByGuiEmail

Available information

VLXAPPLICATION=0=applications/
ou=VISULOX Examples/cn=VLX Devel GUI
0
VLXAPPLICATIONHOST=<ApplicationHost
>

VLXOBJECT=report.html.sessions
VLXKEYWORD=system
VLXEVENTINFO=Send to browser <URL>
VLXREMOTEIP=unknown
VLXOWNER=0=Tarantella System
Objects/cn=<User>
VLXEVENT=reportGeneratedByGuiBrows
er

VLXEVENTTIMEMS=1411132896942
VLXSESSIONID=<Host>:1411130967068

VLXAPPLICATION=0=applications/
ou=VLX-Examples/cn=VLX Devel GUI ()
VLXAPPLICATIONHOST=<ApplicationHost
>

VLXOBJECT=report.html.sessions
VLXKEYWORD=system
VLXEVENTINFO=eMail to <eMail>
VLXREMOTEIP=unknown
VLXOWNER=0=Tarantella System
Objects/cn=<User>
VLXEVENT=reportGeneratedByGuiEmail
VLXEVENTTIMEMS=1411717118126
VLXSESSIONID=<Host>:1411715620908
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Type Event Description Event variable Available information

Checkout Player started Browser-based player started via player VLXAPPLICATION=0=applications/
Cockpit cn=xterm

VLXOBJECT=<Host>:1411374290302
VLXKEYWORD=application
VLXEVENTINFO=to browser <URL>
VLXOWNER=0=Tarantella System
Objects/cn=<User>
VLXEVENT=player
VLXEVENTTIMEMS=1411379236101
VLXSESSIONID=<Host>:1411374290302

Checkout Player with keystrokes Browser based player with playerwithkeystrokes VLXAPPLICATION=0=applications/

started displayed keystrokes started ou=VLX-OFFICE/cn=0OFFICE-WTS
VLXOBJECT=<Host>:1411130994028
VLXKEYWORD=application
VLXEVENTINFO=to browser <URL>
VLXOWNER=0=Tarantella System
Objects/cn=<User>
VLXEVENT=playerwithkeystrokes
VLXEVENTTIMEMS=1411132491657
VLXSESSIONID=<Host>:1411130994028
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Type Event Description

System Auto accepted Accepted automatically by the
system
System Auto rejected Rejected automatically by the
system
VISULOX4_AdminGuide 12.12.2024

Event variable

autoaccept

autoreject

Available information

VLXAPPLICATION=0=applications/
ou=VLX-OFFICE/cn=0OFFICE-WTS
VLXAPPLICATIONHOST=<ApplicationHost
>

VLXOBJECT=<Host>:1411727335516
VLXKEYWORD=application
VLXTICKETID=SETUP
VLXREMOTEIP=unknown
VLXEVENT=autoaccept
VLXEVENTTIMEMS=1411727344674
VLXSESSIONID=<Host>:1411727335516

VLXAPPLICATION=0=applications/
ou=VLX-OFFICE/cn=0OFFICE-WTS
VLXAPPLICATIONHOST=<ApplicationHost
>

VLXOBJECT=<Host>:1411727763275
VLXKEYWORD=application
VLXTICKETID=SETUP
VLXREMOTEIP=unknown
VLXEVENT=autoreject
VLXEVENTTIMEMS=1411727771812
VLXSESSIONID=<Host>:1411727763275
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Type Event Description Event variable Available information

System Object created AVISULOX object has been created objectNew VLXAPPLICATION=0=applications/
ou=VISULOX Examples/cn=VLX Devel GUI
0
VLXAPPLICATIONHOST=<ApplicationHost
>
VLXOBJECT=application_policy.POL-
APP
VLXKEYWORD=system
VLXEVENTINFO=kbi_enabled : <> ->
<disabled.map>
VLXREMOTEIP=unknown
VLXOWNER=0=Tarantella System
Objects/cn=<User>
VLXEVENT=objectNew
VLXEVENTTIMEMS=1411039893729
VLXSESSIONID=<Host>:1411034909556
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Type Event Description Event variable Available information

System Object copied AVISULOX object has been copied objectCopied VLXAPPLICATION=0=applications/
ou=VISULOX Examples/cn=VLX Devel GUI
0
VLXAPPLICATIONHOST=<ApplicationHost
>
VLXOBJECT=application_policy.POL-
APP COPY1
VLXKEYWORD=system
VLXEVENTINFO=POL-APP -> POL-APP
COPY1
VLXREMOTEIP=unknown
VLXOWNER=0=Tarantella System
Objects/cn=<User>
VLXEVENT=0bjectCopied
VLXEVENTTIMEMS=1411040177161
VLXSESSIONID=<Host>:1411034909556
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Type Event Description Event variable Available information

System Object changed AVISULOX object has been changed  objectChanged VLXAPPLICATION=0=applications/
ou=VISULOX Examples/cn=VLX Devel GUI
0
VLXAPPLICATIONHOST=<ApplicationHost
>
VLXOBJECT=application_policy.POL-
APP COPY1
VLXKEYWORD=system
VLXEVENTINFO=comment : <>-><...>
VLXREMOTEIP=unknown
VLXOWNER=0=Tarantella System
Objects/cn=<User>
VLXEVENT=0bjectChanged
VLXEVENTTIMEMS=1411040278394
VLXSESSIONID=<Host>:1411034909556

System Object deleted AVISULOX object has been deleted objectDeleted VLXOBJECT=application_policy.POL-
APP COPY1
VLXKEYWORD=system
VLXOWNER=0=Tarantella System
Objects/cn=<User>
VLXEVENT=objectDeleted
VLXEVENTTIMEMS=1411040394689
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Type

System

System

File Transfer

VISULOX4_AdminGuide

Event

Object attached

Object detached

Synced to folder

Description

AVISULOX object has been attached

AVISULOX object has been

detached

Files synchronized with the folder

12.12.2024

Event variable

objectAttached

objectDetached

syncput

Available information

VLXOBJECT=host_objects.t2-ol6u5
VLXKEYWORD=system
VLXOWNER=0=Tarantella System
Objects/cn=<User>
VLXEVENT=objectAttached
VLXEVENTTIMEMS=1411040394783

VLXOBJECT=host_objects.t2-ol6u5
VLXKEYWORD=system
VLXOWNER=0=Tarantella System
Objects/cn=<User>
VLXEVENT=objectDetached
VLXEVENTTIMEMS=1411040394856

VLXAPPLICATION=File Transfer SYNC
VLXAPPLICATIONHOST=<ApplicationHost
>

VLXOBJECT=documentation.txt
VLXKEYWORD=filetransfer
VLXEVENTINFO=TZ >> sync
VLXOWNER=0=Tarantella System
Objects/cn=<User>

VLXEVENT=syncput
VLXEVENTTIMEMS=1412929078589
VLXSESSIONID=6F69AFB4EFD0OB179724F
330FCB81A65C
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Type

File Transfer

File Transfer

VISULOX4_AdminGuide

Event

Synced to Transit Zone

Transfer to server

Description

Files synchronized with the Transit
Zone

File transferred from Transit Zone to
the application server via SFTP/FTP

12.12.2024

Event variable

syncget

ftput

Available information

VLXAPPLICATION=File Transfer SYNC
VLXAPPLICATIONHOST=<ApplicationHost
>
VLXLISTHASH=FD04DD3A4282B0E8A991
127E7F229C77

VLXOBJECT=vlx.data
VLXKEYWORD=filetransfer
VLXEVENTINFO=sync >>TZ
VLXOWNER=CN=<User>,0U=Mitarbeiter,
OU=ToolBox,DC=tbsol,DC=de
VLXEVENT=syncget
VLXEVENTTIMEMS=1412928632525
VLXSESSIONID=33499AD5A4472407E1C3
FAE9EC8742B1

VLXAPPLICATION=File Transfer sftp/ftp
VLXAPPLICATIONHOST=<ApplicationHost
>

VLXOBJECT=script4158
VLXKEYWORD-=filetransfer
VLXEVENTINFO=TZ >>
FTALL:root@<Host>:.
VLXOWNER=0=Tarantella System
Objects/cn=<User>

VLXEVENT=ftput
VLXEVENTTIMEMS=1412756831802
VLXSESSIONID=6F69AFB4EFDOB179724F
330FCB81A65C
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Type

File Transfer

File Transfer

VISULOX4_AdminGuide

Event Description

Transfer to Transit Zone File transferred from application
server to the Transit Zone via SFTP/
FTP

Upload (internal web page)  File uploaded via internal web page

12.12.2024

Event variable

ftget

webput

Available information

VLXAPPLICATION=File Transfer sftp/ftp
VLXAPPLICATIONHOST=<ApplicationHost
>

VLXOBJECT=install.log
VLXKEYWORD=filetransfer
VLXEVENTINFO=FTALL:root@mp-ol6u3-
devel:.>>TZ

VLXOWNER=0=Tarantella System
Objects/cn=<User>

VLXEVENT=ftget
VLXEVENTTIMEMS=1412755064794
VLXSESSIONID=6F69AFB4EFDOB179724F
330FCB81A65C

VLXAPPLICATION=File Transfer Internal
VLXAPPLICATIONHOST=<ApplicationHost
>

VLXOBJECT=RAM.jpg
VLXKEYWORD-=filetransfer
VLXEVENTINFO=Upload from </P>
VLXOWNER=0=Tarantella System
Objects/cn=<User>

VLXEVENT=webput
VLXEVENTTIMEMS=1412757089891
VLXSESSIONID=6F69AFB4EFDOB179724F
330FCB81A65C
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Type

File Transfer

File Transfer

VISULOX4_AdminGuide

Event

Download (internal web
page)

Upload

Description

File downloaded via internal web
page

File uploaded from client into
Transit Zone

12.12.2024

Event variable

webget

userput

Available information

VLXAPPLICATION=File Transfer Internal
VLXAPPLICATIONHOST=<ApplicationHost
>

VLXOBJECT=documentation.txt
VLXKEYWORD=filetransfer
VLXEVENTINFO=Download to </P>
VLXOWNER=0=Tarantella System
Objects/cn=<User>

VLXEVENT=webget
VLXEVENTTIMEMS=1412757685562
VLXSESSIONID=6F69AFB4EFD0OB179724F
330FCB81A65C

VLXAPPLICATION=File Transfer External
VLXAPPLICATIONHOST=<ApplicationHost
>

VLXOBJECT=documentation.txt
VLXKEYWORD=filetransfer
VLXEVENTINFO=upload from client
VLXOWNER=0=Tarantella System
Objects/cn=<User>

VLXEVENT=userput
VLXEVENTTIMEMS=1412755432592
VLXSESSIONID=6F69AFB4EFD0OB179724F
330FCB81A65C
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Type

File Transfer

File Transfer

VISULOX4_AdminGuide

Event

Download

File checked

Description

File transferred from Transit Zone to
the client

Transferred file has been checked

12.12.2024

Event variable

userget

checked

Available information

VLXAPPLICATION=File Transfer External
VLXAPPLICATIONHOST=<ApplicationHost
>

VLXOBJECT=script4158
VLXKEYWORD=filetransfer
VLXEVENTINFO=Download to client:
o=Tarantella System Objects/cn=<User>
VLXOWNER=0=Tarantella System
Objects/cn=<User>

VLXEVENT=userget
VLXEVENTTIMEMS=1412755236681
VLXSESSIONID=6F69AFB4EFDOB179724F
330FCB81A65C

VLXAPPLICATION=File Transfer
VLXAPPLICATIONHOST=<ApplicationHost
>

VLXOBJECT=install.log
VLXKEYWORD-=filetransfer
VLXEVENTINFO=ASCII text
VLXOWNER=0=Tarantella System
Objects/cn=<User>

VLXEVENT=checked
VLXEVENTTIMEMS=1411462593768
VLXSESSIONID=6F69AFB4EFDOB179724F
330FCB81A65C
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Type

File Transfer

File Transfer

VISULOX4_AdminGuide

Event

Approved

File rejected

Description

Transferred file has been approved

File rejected after check

12.12.2024

Event variable

approved

rejected

Available information

VLXAPPLICATION=File Transfer
VLXOBJECT=install.log.syslog
VLXKEYWORD=filetransfer
VLXEVENTINFO=File is requested by
support

VLXOWNER=0=Tarantella System
Objects/cn=<User>
VLXEVENT=approved
VLXEVENTTIMEMS=1412926191255
VLXSESSIONID=6F69AFB4EFDOB179724F
330FCB81A65C

VLXAPPLICATION=File Transfer
VLXAPPLICATIONHOST=<ApplicationHost
>

VLXOBJECT=winhlp32.exe
VLXKEYWORD-=filetransfer
VLXEVENTINFO=PE32 executable for MS
Windows (GUI) Intel 80386 32-bit
VLXOWNER=0=Tarantella System
Objects/cn=<User>

VLXEVENT=rejected
VLXEVENTTIMEMS=1411462980138
VLXSESSIONID=6F69AFB4EFDOB179724F
330FCB81A65C
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Type

File Transfer

VISULOX4_AdminGuide

Event

Pending

Description

File not approved yet

12.12.2024

Event variable

pending

Available information

VLXAPPLICATION=File Transfer
VLXAPPLICATIONHOST=<ApplicationHost
>

VLXOBJECT=winhlp32.exe
VLXKEYWORD-=filetransfer
VLXEVENTINFO=PE32 executable for MS
Windows (GUI) Intel 80386 32-bit
VLXOWNER=0=Tarantella System
Objects/cn=<User>

VLXEVENT=pending
VLXEVENTTIMEMS=1411463918288
VLXSESSIONID=6F69AFB4EFDOB179724F
330FCB81A65C
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Type

File Transfer

VISULOX4_AdminGuide

Event

Conditionally acepted

Description

File acception depending on rules

12.12.2024

Event variable

tmpaccepted

Available information

VLXAPPLICATION=File Transfer
VLXAPPLICATIONHOST=<ApplicationHost
>

VLXOBJECT=test.exe
VLXKEYWORD=filetransfer
VLXEVENTINFO=no virus check script
configured:PE32 executable for MS
Windows (GUI) Intel 80386 32-bit
VLXOWNER=0=Tarantella System
Objects/cn=<User>
VLXEVENT=tmpaccepted
VLXEVENTTIMEMS=1490351093411
VLXSESSIONID=64BAEOAEE039003AF380
30C6B2BCT7A66
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23.1.4 Login check against an external system

+ About
About . Interfage to the gxternal system
» Ticket validation

Additional fields and tooltips can be added to the login page. « Ticket update

VISULOX is able to validate these fields and provides an interface e.g. to an external ticket » New available interface of the MFA shell script
system. + Additional fields and tooltips on login page
Two scripts (validate and notification script) must be customized and attached to a Login « Additional fields and tooltips

Policy « Forexample

to check the values against the external system and to update the information.
The design of the scripts depends on the interface to the external system.

Other VISULOX login authentication mechanisms (e.g. MFA, verbal, etc) can be used
additionally.

An MFA License is required to use the login check against an external system
feature.

Interface to the external system

Ticket validation
The VISULOX Login Policy is extended to use a check script. The interface to the script provides the following VISULOX internal data:

« VLXOWNER (the used account)
« VLXTICKETID (which is the user provided ticket)
+ other VLX parameters

The script talks to the external system and gets a feedback.
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The check / validation script can be added to the VISULOX action scripts with:

visulox admin action add -name CHECK -scriptfile <checkscript.sh> -force -category validate

Once the script is added, it can be selected in Login Policy / Notification / Validation Script.

Ticket update
The interface to the script provides the following VISULOX internal data:

« VLXOWNER (the used account)
« VLXTICKETID (which is already validated)
+ other VLX parameters

The update / notification script can be added to the VISULOX action scripts with:

visulox admin action add -name UPDATE -scriptfile <update-script.sh> -force -category login

Once the script is added, it can be selected in Login Policy [ Notification / Notification Script.

New available interface of the MFA shell script
The redesigned script needs a base64 string with the return code <VLX ERROR CODE=> info <info> data <data>.

With scriptAnswer.tcl the return string can be easily created within the shell script.
This applies also to confirmStatus.tcl (built-in).

External MFA has the following sequences:
For evaluation in the script VLXMFATOKEN (provided by the user after MFAREQUST) and VLXMFADATA (provided by the external service as token/session info) is available.
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VLXMFATOKEN is always empty for the first time. After one init cycle the answer VLXMFADATA (-data) is returned.

VLXMFATOKEN always has a value from the VLXREQUEST cycle.

« MFAWAIT (Another init cycle occurs)

« MFAREQUEST (User provides value, that will be in VLXMFATOKEN)
« MFADENY (Rejected)

« SUCCESS (Successful, next)

Program for testing:

#!/bin/bash

#

verify helpful lines

#exec 19> /tmp/apiExternalPinScript.log
#BASH_XTRACEFD=19

#set -x

# VLXMFATOKEN - provided by user from MFA EXTERNAL PAGE

# VLXMFADATA - provided by backend / can be set by answer to backend
# exitcode 0: script run without error

# any other exitcode: script error

# The dinternal answer is converted using scriptAnswer.tcl

# Example with pin request:

examplePinRequest () {
noteData="(has <${VLXMFADATA}>)"
note="0000=WAIT / 5678=REQUEST / 1234=0K / other=DENY / ${noteDatal}"

if [[ "$VLXMFATOKEN" = "" 1]
then
# create session / init a session
sessionData=SD$$
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SVLXUTIL/scriptAnswer.tcl -format base64 -code MFAREQUEST -info "$note / (init <${sessionData}>)" -data
"$sessionData"

elif [[ "SVLXMFATOKEN" = "@000" ]]

then

SVLXUTIL/scriptAnswer.tcl -format base64 -code MFAWAIT -info "S$note" -data "SVLXMFADATA"
elif [[ "SVLXMFATOKEN" = "5678" ]]

then

SVLXUTIL/scriptAnswer.tcl -format base64 -code MFAREQUEST -info "S$note" -data "S$VLXMFADATA"
elif [[ "SVLXMFATOKEN" = "1234" ]]

then

SVLXUTIL/scriptAnswer.tcl -format base64 -code SUCCESS -info "OK / ${noteData}"
else

SVLXUTIL/scriptAnswer.tcl -format base64 -code MFADENY -info "Your request was denied / ${noteDatal}"
fi

}

# SVLXUTIL/rsasecureid test -resource rsaUrl.tcl

examplePinRequest
exit $?

Additional fields and tooltips on login page
Additional fields and tooltips

visulox config -name extendsession

| | extendsession.login.entryl | |
| | extendsession.login.entryl.usertip | |
| | extendsession.login.entry2 | |
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extendsession.
extendsession.

extendsession

extendsession.
extendsession.
extendsession.
extendsession.
extendsession.
extendsession.

login.entry2.usertip
login.entry3

SCX
SCX

I I
I I
.login.entry3.usertip | |
scX. | |
.entryl.usertip | |
I I
I I
I I
I I

entryl

.entry2
SCX.
SCX.
SCX.

entry2.usertip
entry3
entry3.usertip

extendsession.scx entries belong to information on application start, which can also be used to send updates to the external system.

For example

visulox config -
visulox config -

visulox config -
visulox config -

visulox portal attach -jspconf

name extendsession.login.entryl="Ticket (Valid Ticket Number)"
name extendsession.login.entryl.usertip="Registered users have to provide a valid ticket number."

name extendsession.login.entry2="Phone (Valid Phone Number)"
name extendsession.login.entry2.usertip="Users can leave this empty."

With these configuration settings the following login mask is displayed after the initial login:
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VISULEX Validation

Walidation

Ticket (Valid Ticket Mumber) @)

A-1234

Phone (Malid Phone Numbery @

0123/456789

Cancel
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23.1.5 The VISULOX PIN Service

« Overview
Overview + PIN configuration (MFA, assist, transit)

+ Display PINs via CLI (getpin)
VISULOX provides an internal PIN service for Multi Factor Authentication,

the assistance to a session and for the access to the File Transit Zone.
The PIN has the following criteria:

+ Length
+ Symbols
+ Presentation

PIN configuration (MFA, assist, transit)

List of available configuration parameters for VISULOX PINs

visulox config list -name pin -force

SETUP
SETUP

pin.symbols
pin.transit.format

123456789ABCDEFGHKMNPQRSTUWX

| parameter |  type | value |
| pin.2fa.format | SETUP | 3 |
| pin.2fa.length | SETUP | 6 |
| pin.assist.format | SETUP | 3 |
| pin.assist.length | SETUP | 6 |
| | | |
| | | |
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| pin.transit.length | SETUP | 6

Length = Number of characters used for the PIN
Format = Number of characters in a bunch for better reading

Symbols = Allowed characters

To reduce the symbols list to numbers only:

visulox config edit -name pin.symbols="1234567890" -force

Display PINs via CLI (getpin)

It is possible to display the PINs for the sequence numbers via the Command Line Interface.

visulox online getpin -sq <sequence number> -out <format string>

Placeholders like %OWNER%, %OWNERSHORT%, %PIN% can be used in the format string.

So the output format can be defined by the customer.
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23.1.6 How to set and reset the inital VISULOX Cockpit refresh state

e Overview

Overview  Configuration

The VISULOX Cockpit has an automatic refresh, if information changes in the environment.
On large systems this can lead to an unusable Cockpit.

This article describes how to set this refresh state for the default @ADMIN role.

Configuration

List the current refresh state

visulox config list -name guidefaults.global_mdroleheader.refresh
Set the refresh state to true on Cockpit startup

visulox config edit -name guidefaults.global_mdroleheader.refresh=1
Set the refresh state to false on Cockpit startup

visulox config edit -name guidefaults.global_mdroleheader.refresh=0

VISULOX4_AdminGuide 12.12.2024 Page 200/1024



23.1.7 VISULOX 4 Requirements

General

+ The recommended platform is Oracle Linux / Red Hat 8 (for other versions contact amitego) with at least 10Gbyte for the OS,
20Gbyte for VISULOX PORTAL Service and 30 Gbyte for the VISULOX Service free space on the hard disc (small installation)

+ The [opt directory must NOT be mounted with -nosuid parameter

+ VISULOX can be vitualized, the disk must NOT have "Thin provisioning" enabled

« umask 022 is needed for installation and start of the VISULOX PORTAL Service

+ Symbolic links are not supported

+ If autofs is used wiith transit mapping, Selinux has to be disabled

+ The users ttasys and ttaserv are placed in the /lhome directory during installation.

+ The recommended VISULOX version is the latest VISULOX 4 release

+ The recommended user repositories are all repositories, that are supported by VISULOX PORTAL Service

+ Firewall configured properly or disabled

+ Jetc/hosts should look like: 127.0.0.1 localhost localhost.localdomain

« NTP or Chrony enabled

+ For ports, see: Network communication within VISULOX

Make sure that correct hostnames are used for the servers in the environment.

Hostnames must not contain underscores (because of RFC 952 and domain names with underscores)!
The FQDN of the host must not exceed 50 characters!

Capital letters must not be used in hostnames!

Changing hostnames after installation of VISULOX is not supported!

Checking the hostname (must be identical):

nslookup $(hostname -f) --> Hostname and IP address is displayed
nslookup <IP address> --> IP address and hostname s displayed
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getent ahosts $(/opt/tarantella/bin/bin/ttahostname) --> IP address and hostname is displayed
getent hosts <IP address> --> IP address and hostname is displayed

getent ahost localhost --> IP address is displayed (127.0.0.1)
getent hosts 127.0.0.1 --> IP address (127.0.0.1) and hostname (localhost) is displayed

Required packages

The following packages are needed for a Oracle Linux basic server installation, e.g. Oracle Linux:
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ORACLE

The default installation of Oracle Linux Server is a basic server install. You can optionally
select a different set of software now.

@ Basic Server

() Database Server

) Web Server

© Identity Management Server
() Virtualization Host

O Desktop

(I

Please select any additional repositories that you want to use for software installation.
v Oracle Linux Server

[] Resilient Storage

[] Scalable Filesystem Support

[ LFK2 kemel reno

| =k Add additional software repositories | | |5# Modify repository

|

(eI

You can further customize the software selection now, or after install via the software
management application.

@ Customize later () Customize now

|. 4mBack | l B Next

@ The basic server installation contains all necessary software for VISULOX. Additional software should not be installed on a VISULOX server.
Runlevel 3 multi-user target is recommended.

o The recommended OS is Oracle Linux 8. As an alternative Red Hat Linux could be used, which will possibly need some other packages as listed here.
For other OS versions please contact amitego.

o For Oracle Linux 9 the following adjustment is necessary after an array installation:
Delete SHA1 in /etc/crypto-policies/back-ends/java.config:
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jdk.certpath.disabledAlgorithms=MD2, MD5, DSA, RSA keySize < 2048

This setting should be checked again after yum update.

Disk layout

The platform disk layout can be as usual. We recommend at least 10 Gbyte for the OS,

Further we recommend to have a partition of 20Gbyte under [opt/tarantella, 30Gbyte under Jopt/visulox (60Gbyte with Archive) in a small environment.
For a large environment we recommend to have at least 50Gbyte under [opt/visulox (100Gbyte with Archive).

An additional partition for File store is also recommended, which is mounted under Jopt/visulox/data/filestore/0.

! VISULOX can be vitualized, the disk must NOT have "Thin provisioning" enabled. (See also: How to use VISULOX on virtualized VMWare disks, VISULOX disk space

protection)

I The Jopt directory must NOT be mounted with -nosuid parameter.

Festplattendatei

= O X

Version der virtuellen Maschine: 7

@ tab-devl - Eigenschaften virtueller Maschinen
Hardware ]Oph’onen ] Ressourcen ] Profile ] vServices I
[ Ale Gerite FnATige. .. | Entferne | |
Hardware Obersicht

Wl Arbeitsspeicer 2048 MB

@ crus 7

£ Grafikkarte Grafikkarte
e SCSI-Controller 0 Paravirtual
[ Festplatte1 Virtuelle Fest
& Festplatte2 Virtuelle Fest
% CD-/DVD-Laufwerk 1 Clientgerdt
BB Netzwerkadapter 1 TBS Backbon
. Diskettenlanfiverk 1 Clientnerdt

[storage-02] tab-dev 1jtab-dev1-000003. vmdk

20 |es -]

|

Diskspace of VLX_DATADIR must have at least 2.5 of size of the database available because VACUUM creates a copy of the database.

For example: a 4GB database needs 6 GB free diskspace. The diskspace is checked with integriy check.
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Libraries needed for VISULOX on Oracle Linux 8

oracle_appstream_latest ol8-epel

dnf repolist
This system is receiving updates from Unbreakable Linux Network or Spacewalk.

repo 1id repo name
ol8-codeready ol8-codeready
ol8-epel ol8-epel

ol8_addons ol8_addons
ol8_appstream_latest ol8_appstream_latest
ol8_x86_64 ol8_x86_64

ol8-codeready is needed for transitmapping.
For the Epel repository on Red Hat 8 use:

dnf dnstall https://dl.fedoraproject.org/pub/epel/epel-release-latest-8.noarch.rpm

dnf dinstall java-1ll-openjdk
dnf update

Installing VISULOX 4 on Linux platforms, the yum / dnf command has to be used to ensure that any package dependencies are resolved automatically.This means that yum
must be configured to use a suitable Linux package repository. Make sure that and are in yum repolist as well.
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0 yum update is recommended before installing the new packages!

Platform modification during installation

VISULOX PORTAL Service

Before installation of the VISULOX PORTAL Service, the following libraries should be installed: xterm xclock xauth
umask 022 is recommended for installation and start of the VISULOX PORTAL Service.

VISULOX PORTAL Service must be installed without symlinks.

During VISULOX PORTAL Service installation two users and a group will be created:

uid=500(ttasys) gid=500(ttaserv) groups=500(ttaserv)
uid=501(ttaserv) gid=500(ttaserv) groups=500(ttaserv)

VISULOX PORTAL and VISULOX service are also adding files for PAM authentication: [etc/pam.d/tarantella and /etc/pam.d/visulox.

With visulox portal admin -user <unixuser> a Unix user can be activated as VISULOX Portal Administrator. It is recommended to set a different user than root!.

VISULOX Service
The default VISULOX installation directory is /opt/visulox.

On group vlxgroup isgenerated on startup

On default 102 users are generated in for follwoing sequence: VISULOX user ( v1x ), VISULOX webservice user ( vixwebservice )and 100 Jump Users ( vix000

v1x099 ).

The users can be removed and recreated with an admin command by and a new start UID can be applied. See also: Custom vixuser ID for transit users
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During VISULOX Service installation the following users and groups are created:
Primary VISULOX user and group

vix:x:503:503:VISULOX user:/opt/visulox:/bin/bash

The vixgroup must be a local group!
On every VISULOX Access Node, the VISULOX Service is attached to the VISULOX PORTAL Service and the webservice user is created with:

visulox portal attach

VISULOX PORTAL connection user

vixwebservice:x:610:500:VISULOX Admin User in VISULOX PORTAL:/opt/visulox/var/vlxwebservice:/sbin/nologin

If the webservice user should be created with a given name and UID on a VISULOX Access Node, the following parameters have to be adjusted:

visulox config -name portal.admin

| | portal.admin.uid | 610 |
| | portal.admin.user | vlxwebservice |

[ 0 This VISULOX webservice user is created with an unknown password that never expires and cannot be modified! ]
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100 VISULOX jump users

v1x000:x:<next available user id>:503:Visulox transit user:/opt/visulox/users/vix000:/bin/bash
v1x099:x:<next available user id>+100:503:Visulox transit user:/opt/visulox/users/v1lx099:/bin/bash

0 The group is the same of the vlx user. The VISULOX group
AVISULOX PID is generated on each VISULOX Node. This vixpid is always vixgroup+1.

During VISULOX Service installation, the set-user-id bit is set on the following binaries:

-r-sr-xr-x 1 root vlxgroup 18760 Sep 17 14:14 vlxchown
-r-sr-xr-x 1 root vlxgroup 38007 Sep 17 14:14 vlxsu
-r-sr-xr-x 1 root vlxgroup 16276 Sep 17 14:14 vlxsudo

0 Code for security review is avalaible on request.

A file with the maximum number of processes and opened files for the vix group is added: [etc/security/limits.d/90_visulox.conf

@vlx hard nproc 16000
@vlx soft nproc 4000
@vlx hard nofile 8000
@vlx soft nofile 2000

During setup, a log rotation entry for VISULOX is added: [etc/logrotate.d/visulox
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Optional enhancements

VISULOX addons

The following VISULOX addons can be used, if the according packages are installed on the server:

VISULOX Firefox

Firefox

yum install firefox

VISULOX VNC

VNC Viewer

yum install tigervnc

Telnet

Telnet

yum install telnet
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Checksum in File Transfer

To display the checksum of transferred files in the VISULOX Transit Area in the user's Workspace it is necessary to install rhash, which is available in the Epel repository.

23.1.8 VISULOX4 License

Overview

To use VISULOX a license is needed. The license can be tailored to the customer.

License control / impact

License Control /[ impact
Base / Cluster VISULOX Base Licence (one VISULOX Node) or VISULOX Cluster License (unlimited VISULOX Nodes).
Users The number of users are controlled on startup of any VISULOX application (VISULOX Cockpit,, File

Transfer, Cooperation).
If more users are online than licensed, the VISULOX application can not be used any more. A warning
message will be displayed.

Multi Factor Authentication Multi Factor Authentication for users.

Session recorders If the number of licensed recorders is reached during session control, the session will be locked and
can not be used anymore (Manual recording is always possible).

OCR Keyword Detection OCR component to detect configured keywords in applications.
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License Control [/ impact

Host Control If the number of licensed Command Connects / Guards is reached, the session will be locked and can
not be used anymore.

Revision Server Optional license for a Revision Server (Archive Server).

Support & Maintenance If the support and maintenance time is is reached, the environment should only be updated, when a
new valid license is available within the next 21 days.

0 In an environment with a license where support and maintenance (S&M) has expired,
VISULOX can still be used as usual.
Once an environment without S&M is updated to a newer VISULOX version a timer is set and
displayed in the VISULOX Cockpit.
After 21 days of running the new version, a valid license for the new version has to be
installed.
Without a valid license installed after 21 days access is no longer possible and the VISULOX
Cockpit can not be used anymore.

€ Thereis also the possibility that a license is set to time limited. With such a license VISULOX
can no longer be used when support and maintenance (S&M) has expired.

A graph of the license usage is displayed in VISULOX Cockpit / Cluster:
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A Demo | Evaluation license is available and valid for 10 days including a VISULOX Base Node operating in total with 5 users, 5 session recorders and 2 Host Control

applications.

A perpetual VISULOX License file is provided in a TAR archive from amitego. The license command understands this TAR file. There is no need to extract the tar files.

o A perpetual VISULOX License file is provided by amitego Sales & Service. Contact: sales@amitego.com.

Installation / configuration of the license file

Show the current license

visulox license list
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Check a provided license file

visulox license test -file <path to license file>
Replace the current installed license

visulox license replace -file <path to license file>

If a license is replaced on a node, it is replicated to all other nodes in the cluster.

If a new node is installed and attached to the VISULOX Cluster, it will get the license of the cluster. The Demo / Evaluation license is discarded.

0 If the tar archive can not be delivered to a customer via eMail, there is also the possibility to send the license as text XML/JSON to add it via copy & paste to STDN IN.

« visulox license replace -file - [RETURN]
» Copy & paste:

Base64 license hash in eMail:

- VISULOX License start
asdfsdfasdfasdfasdfasdfasdfasdfasdfsadfasdfasdfasdfsadfasdfasdfasdfasdfasdff
asdasadasadasadasadasadasafdasfdasdafasdfdadfdaddafaddafadadfdadadfafdadfafa
sdgfhjsgdfjkashfjkghkaufghukahghukahghafdghaidghilafdhfgijgigfdahfghfduighuh
MX0gbXRhbiB7MX0gaGFzQ0cgezF9IG1vZHVsZXMgelZMWDNBQywgMkZBLCBDR30gbGljZW5zYnVp
bGQgezE1MDM1NFAING J9IEhBUOggezEONZNFQ] JENTK2Mj FGMDEYMTRFNkQ3MzhFMOEYQzA2 fSBj
b21tYW5kY29ubmVjdHMgeyOxfSBzbSB7MTUwMzQz0Tasdarasdfadasdasdasd

-— VISULOX License end
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+ [RETURN]

Get the usage of the installation

visulox license usage

Available parameters: -component <users|sessions|recorders|hostcontrols> -unit <week|month|year>

With these parameters the maximum usage of a component can be displayed in the unit.

After installing a new license a restart of the VISULOX Service is necessary!

23.1.9 How to set auto commit or auto reject for recording

o Overview
+ Usage

Overview : :
+ Configuration

If an Application Policy enables the recording, the user can confirm or reject recording.

Confirm will open the application for usage. Reject will close it.

Usage
There is a general parameter to auto confirm or auto reject the recording of applications.

Depending on companies security policy an auto confirm is requested. Users know, that they are recorded and an additional confirmation is not needed.
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Configuration

visulox config -name recorder.auto_acknowledge

The default valute is 0. This means neither commit nor reject will be done automatically. The user has to decide.

A negative value is auto reject. A postive value is auto commit.

For example:

Close application, if user does not confirm within 10 secondes

visulox config edit -name recorder.auto_acknowledge=-10

Open application without confirmation of the user

visulox config edit -name recorder.auto_acknowledge=1

Open application without confirmation of the user within 10 seconds, so reject is also possible.

visulox config edit -name recorder.auto_acknowledge=10
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23.1.10 How to configure role profiles for the VISULOX Cockpit

General

With the Cockpit role editor a customized Cockpit can be configured and assigned to users.

Prerequisites

For this example setup two users have to be registered in the VISULOX PORTAL with the following settings:

User Role eMail
Master Supervisor <supervisor>@company.com
Miller User <user>@company.com

Supervisor Master creates a new role profile for user Miller.

User Miller logs into the VISULOX PORTAL and starts his restricted Cockpit.

Creating a new role profile in Cockpit

1. User Master starts the "VLX Cockpit" application from his Workspace

2. Supervisor Master opens "Cockpit / Administration / Cockpit Roles":
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VISULOX

transparent security

[} create
[ Edit

[ Copy
[} pelete

Online

Archive Policies Addons Administration

Cockpit Roles  Actions Textmodule Regions Time Profiles

(%)

Filter Objects Cluster

(=] (o)) ]

Name In Ref. Cockpit view filter User/grou Cockpit view filter application
P P group P PP

@ALL-WITHINPUT 4 (]

@VIEW [m] [m]

General Properties Filter Objects

Name @VIEW

Comment

< @ADMN — | ([JHelp/Tooltip (JDetails | Refresh @ (Jmanual | [ = @OCAL  — |[ FriMar0511:47:07 CET 2021 |

Default role: view only on all pages.

3. With the "Create" button, the General register tab of new Cockpit role profile is opened:
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) create
4 Edit
[ copy
[} pelete

VISULOX

transparent security

Online

Archive Policies Addons Administration Filter Objects Cluster

Cockpit Roles  Actions Textmodule Regions Time Profiles

@

General

Properties Filter Objects

With the Role Editor a customized VISULOX Cockpit can be configured and assigned to certain users. The name for the role
profile and a comment can be set.

Name

POL-MC

Comment

Restricted Cockpit for user Miller]

OHelp/Tooltip O

Details

Cancel

‘ ‘Defau\t role: view only on all pages.

A unique name for the profile must be entered: "POL-MC".
A comment for the policy can be entered as well.

4. On the Proberties tab several settings can be adjusted:
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V I S LI I_ Dx Online Archive Paolicies Addons Administration Filter Objects Cluster
transparent security

Cockpit Roles  Actions Textmodule Regions Time Profiles

| KV [ 1l [ l(ll=50 —
@

b |
[ create General Properties Filter Objects

s ’
E‘ I If keystroke recording is enabled, the keyboard input data can be shown or hidden in the VISULOX Cockpit. Hiding the
@ Copy inputs is useful, when passwords had been entered, and the Cockpit user should not see.

Input Enabled
[ Dpelete 0

The Refresh button, the Help / Tooltip button and the side on which the task bar will be displayed can be set for the role.
Refresh | (&) Enabled

Tooltip | () Enabled

[OHelp /Tooltip [ Details

Cancel

| | Default role: view onlv on all page [=]

The keyboard input data should not be seen by user Miller, so this set